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CVE CVE-2018-16859
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-11-29 18:29:00 UTC
Updated 2019-04-03 09:29:00 UTC
Description Execution of Ansible playbooks on Windows platforms with PowerShell ScriptBlock logging and Module logging enabled ca
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Risk And Classification

Problem Types: CWE-532

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Redhat Ansible Engine All All All All

Application Redhat Ansible Engine All All All All

Application Redhat Ansible Engine All All All All

Reference So
Ansible Playbooks CVE-2018-16859 Plaintext Password Information Disclosure Vulnerability BII
[security-announce] openSUSE-SU-2019:1858-1: moderate: Security update f SL
[security-announce] openSUSE-SU-2019:1635-1: moderate: Security update f SL

1649607 — (CVE-2018-16859) CVE-2018-16859 ansible: become password logged in plaintext when used with PowerShell on Windows  CC

split PS wrapper and payload by nitzmahone - Pull Request #49142 - ansible/ansible - GitHub CC
Red Hat Customer Portal RE
[security-announce] openSUSE-SU-2019:1125-1: moderate: Security update f SL
Red Hat Customer Portal RE
Red Hat Customer Portal RE
Red Hat Customer Portal RE
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https://cve.report/
https://cve.report/CVE-2018-16859/mitre
https://cve.report/CVE-2018-16859/nist
https://cve.report/CVE-2018-16859/cve_org
https://cve.report/api/cve/CVE-2018-16859.json
https://cve.report/CVE-2018-16859.pdf
http://cve.report/vendor/redhat
http://cve.report/software/redhat/ansible_engine
http://cve.report/vendor/redhat
http://cve.report/software/redhat/ansible_engine
http://cve.report/vendor/redhat
http://cve.report/software/redhat/ansible_engine
http://www.securityfocus.com/bid/106004
http://lists.opensuse.org/opensuse-security-announce/2019-08/msg00020.html
http://lists.opensuse.org/opensuse-security-announce/2019-06/msg00077.html
https://bugzilla.redhat.com/show_bug.cgi?id=CVE-2018-16859
https://github.com/ansible/ansible/pull/49142
https://access.redhat.com/errata/RHSA-2018:3772
http://lists.opensuse.org/opensuse-security-announce/2019-04/msg00021.html
https://access.redhat.com/errata/RHSA-2018:3770
https://access.redhat.com/errata/RHSA-2018:3773
https://access.redhat.com/errata/RHSA-2018:3771
https://www.cve.org/CVERecord?id=CVE-2018-16859
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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