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A flaw was found in the Linux kernel's NFS implementation, all versions 3.x and all versions 4.x up to 4.20. An attacker, wh¢
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Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Application
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware

Operating System

Hardware

Vendor Product Version Update Edition Language
Linux Linux Kernel All All All All
Netapp Cloud Backup - All All All
Netapp H300e - All All All
Netapp H300e Firmware - All All All
Netapp H300s - All All All
Netapp H300s Firmware - All All All
Netapp H410c - All All All
Netapp H410c Firmware - All All All
Netapp H410s - All All All
Netapp H410s Firmware - All All All
Netapp H500e - All All All
Netapp H500e Firmware - All All All
Netapp H500s - All All All
Netapp H500s Firmware - All All All
Netapp H700e - All All All
Netapp H700e Firmware - All All All

Netapp H700s - All All All
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Operating System Netapp H700s Firmware - All All All
Application Redhat Developer Tools 1.0 All All All
Application Redhat Developer Tools 1.0 All All All
Operating System Redhat Enterprise Linux 7.0 All All All
Operating System Redhat Enterprise Linux 7.0 All All All
Operating System Redhat Enterprise Linux Desktop 7.0 All All All
Operating System Redhat Enterprise Linux Desktop 7.0 All All All
Operating System Redhat Enterprise Linux Eus 7.4 All All All
Operating System Redhat Enterprise Linux Server 7.0 All All All
Operating System Redhat Enterprise Linux Server 7.0 All All All
Operating System Redhat Enterprise Linux Server Aus 7.4 All All All
Operating System Redhat Enterprise Linux Server Aus 7.6 All All All
Operating System Redhat Enterprise Linux Server Aus 7.6 All All All
Operating System Redhat Enterprise Linux Server Eus 7.6 All All All
Operating System Redhat Enterprise Linux Server Eus 7.6 All All All
Operating System Redhat Enterprise Linux Server Tus 7.4 All All All
Operating System Redhat Enterprise Linux Server Tus 7.6 All All All
Operating System Redhat Enterprise Linux Server Tus 7.6 All All All
Operating System Redhat Enterprise Linux Workstation 7.0 All All All
Operating System Redhat Enterprise Linux Workstation 7.0 All All All
Application Redhat Mrg Realtime 2.0 All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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