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In Go before 1.10.6 and 1.11.x before 1.11.3, the "go get" command is vulnerable to remote code execution when executec
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Application
Application
Application
Operating System
Operating System
Operating System

Operating System

Operating System

Vendor Product Version Update Edition Language
Debian Debian Linux 9.0 All All All
Golang Go All All All All
Golang Go All All All All
Opensuse Backports Sle 15.0 - All All
Opensuse Leap 15.0 All All All
Opensuse Leap 15.1 All All All
Opensuse Leap 42.3 All All All
Opensuse Leap 42.3 All All All
Suse Linux Enterprise Server 12 - All All

Reference Source
[security-announce] openSUSE-SU-2019:1444-1: important: Security update SUSE
[SECURITY] [DLA 2591-1] golang-1.7 security update MLIST
[security-announce] openSUSE-SU-2020:0554-1: important: Security update SUSE

Google Groups

1657563 — (CVE-2018-16873) CVE-2018-16873 golang: "go get" command vulnerable to RCE via import of malicious package =~ CONFIRM


https://cve.report/
https://cve.report/CVE-2018-16873/mitre
https://cve.report/CVE-2018-16873/nist
https://cve.report/CVE-2018-16873/cve_org
https://cve.report/CVE-2018-16873.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/golang
http://cve.report/software/golang/go
http://cve.report/vendor/golang
http://cve.report/software/golang/go
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/backports_sle
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_server
http://lists.opensuse.org/opensuse-security-announce/2019-05/msg00060.html
https://lists.debian.org/debian-lts-announce/2021/03/msg00014.html
http://lists.opensuse.org/opensuse-security-announce/2020-04/msg00041.html
https://bugzilla.redhat.com/show_bug.cgi?id=CVE-2018-16873
https://groups.google.com/forum/?pli=1#%2521topic/golang-announce/Kw31K8G7Fi0

[SECURITY] [DLA 2592-1] golang-1.8 security update

Google Groups

[security-announce] openSUSE-SU-2019:1079-1: important: Security update
[security-announce] openSUSE-SU-2019:1499-1: important: Security update
[security-announce] openSUSE-SU-2019:1506-1: important: Security update
Golang Go CVE-2018-16873 Remote Code Execution Vulnerability
[security-announce] openSUSE-SU-2019:1703-1: moderate: Security update f
Go: Multiple vulnerabilities (GLSA 201812-09) — Gentoo security
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No vendor comments have been submitted for this CVE.
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Legacy QID Mappings

710317 Gentoo Linux Go Multiple Vulnerabilities (GLSA 201812-09)
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174971 SUSE Enterprise Linux Security Update for containerd, docker, runc (SUSE-SU-2021:1458-1)

296075 Oracle Solaris 11.4 Support Repository Update (SRU) 21.69.0 Missing (CPUAPR2020)
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