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A flaw was found in the way pacemaker's client-server authentication was implemented in versions up to and including 2.0.
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 18.10 All All All
Canonical Ubuntu Linux 19.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 18.10 All All All
Canonical Ubuntu Linux 19.04 All All All
Clusterlabs Pacemaker All All All All
Debian Debian Linux 9.0 All All All
Fedoraproject Fedora 28 All All All
Fedoraproject Fedora 29 All All All
Fedoraproject Fedora 30 All All All
Fedoraproject Fedora 30 All All All
Opensuse Leap 15.0 All All All
Opensuse Leap 42.3 All All All
Redhat Enterprise Linux 8.0 All All All
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Operating System Redhat Enterprise Linux Eus 8.1 All All All
Operating System Redhat Enterprise Linux Eus 8.2 All All All
Operating System Redhat Enterprise Linux Eus 8.4 All All All
Operating System Redhat Enterprise Linux Eus 8.6 All All All
Operating System Redhat Enterprise Linux Server Aus 8.2 All All All
Operating System Redhat Enterprise Linux Server Aus 8.4 All All All
Operating System Redhat Enterprise Linux Server Aus 8.6 All All All
Operating System Redhat Enterprise Linux Server Tus 8.2 All All All
Operating System Redhat Enterprise Linux Server Tus 8.4 All All All
Operating System Redhat Enterprise Linux Server Tus 8.6 All All All
Reference

[security-announce] openSUSE-SU-2019:1342-1: important: Security update

[SECURITY] Fedora 29 Update: pacemaker-2.0.0-5.fc29 - package-announce - Fedora Mailing-Lists

[security-announce] openSUSE-SU-2019:1400-1: important: Security update

[SECURITY] Fedora 29 Update: pacemaker-2.0.0-5.fc29 - package-announce - Fedora Mailing-Lists

[SECURITY] [DLA 2519-1] pacemaker security update

[SECURITY] Fedora 28 Update: pacemaker-1.1.18-3.fc28 - package-announce - Fedora Mailing-Lists

1652646 — (CVE-2018-16877) CVE-2018-16877 pacemaker: Insufficient local IPC client-server authentication on the client's side can lead to |
[SECURITY] Fedora 30 Update: pacemaker-2.0.1-2.fc30 - package-announce - Fedora Mailing-Lists

Red Hat Customer Portal

Malformed Request

Pacemaker: Multiple Vulnerabilities (GLSA 202309-09) — Gentoo security

High: cumulative patchset to fix CVE-2019-3885, CVE-2018-16877, CVE-2018-16878 + additional unmasked null pointer deref by jnpkrn - Pull
Red Hat Customer Portal

USN-3952-1: Pacemaker vulnerabilities | Ubuntu security notices | Ubuntu

[SECURITY] Fedora 28 Update: pacemaker-1.1.18-3.fc28 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 30 Update: pacemaker-2.0.1-2.fc30 - package-announce - Fedora Mailing-Lists

CVE Program record

NVD vulnerability detail

1]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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