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Summary

CVE CVE-2018-16885

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-01-03 16:29:00 UTC

Updated 2023-02-13 04:52:00 UTC

Description A flaw was found in the Linux kernel that allows the userspace to call memcpy_fromiovecend() and similar functions with a zero offset and buffer length which causes the read beyond the buffer boundaries, in certain cases causing a memory access fault and a system halt by accessing invalid memory address. This issue only affects kernel version 3.10.x as shipped with Red Hat Enterprise Linux 7.

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

References

Reference Source Link

Malformed Request BID www.securityfocus.com

Red Hat Customer Portal REDHAT access.redhat.com

1661503 – (CVE-2018-16885) CVE-2018-16885 kernel: out-of-bound read in memcpy_fromiovecend() CONFIRM bugzilla.redhat.com

Red Hat Customer Portal REDHAT access.redhat.com

1661503 – (CVE-2018-16885) CVE-2018-16885 kernel: out-of-bound read in memcpy_fromiovecend() MISC bugzilla.redhat.com

CVE-2018-16885 - Red Hat Customer Portal MISC access.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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