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CVE CVE-2018-16994
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2020-02-18 23:15:00 UTC
Updated 2020-08-24 17:37:00 UTC

Description An issue was discovered on PHOENIX CONTACT AXL F BK PN <=1.0.4, AXL F BK ETH <= 1.12, and AXL F BK ETH XC
1|

/ ]

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Phoenixcontact Ax| F Bk Eth - All All All

Hardware Phoenixcontact Axl| F Bk Eth - All All All

Operating System Phoenixcontact Ax| F Bk Eth Firmware All All All All

Hardware Phoenixcontact Axl F Bk Eth Xc - All All All

Hardware Phoenixcontact Ax| F Bk Eth Xc - All All All

Operating System Phoenixcontact Ax| F Bk Eth Xc Firmware All All All All

Hardware Phoenixcontact AxI F Bk Pn - All All All

Hardware Phoenixcontact Axl F Bk Pn - All All All

Operating System Phoenixcontact Axl F Bk Pn Firmware All All All All

Reference Source Link Tag:
Denial of Service in Rexroth Fieldbus Coupler S20-PN-BK+/S20-ETH-BK | Bosch PSIRT CONFIRM  psirt.bosch.com
www.phoenixcontact.com/assets/downloads_ed/local_pc/web_dwl_technical_info/Security ... CONFIRM www.phoenixcontact.com Ven
CVE Program record CVE.ORG www.cve.org canc
NVD vulnerability detail NVD nvd.nist.gov canc
d R
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

591297 Phoenix Contact AXL F BK series Denial of Service (DoS) Vulnerability (VDE-2018-015)

591312 Bosch Rexroth S20-PN-BK+/S20-ETH-BK Fieldbus Coupler Denial of Service (DoS) Vulnerability (BOSCH-SA-645125)
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