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CVE CVE-2018-17082
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2018-09-16 15:29:00 UTC
Updated 2019-08-19 11:15:00 UTC

Description The Apache2 component in PHP before 5.6.38, 7.0.x before 7.0.32, 7.1.x before 7.1.22, and 7.2.x before 7.2.10 allows XS¢
i)
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Netapp Storage Automation Store - All All All

Application Netapp Storage Automation Store - All All All

Application Php Php All All All All

Application Php Php All All All All

Reference Source Link
[SECURITY] [DLA 1509-1] php5 security update MLIST lists.debian.org
PHP :: Sec Bug #76582 :: XSS due to the header Transfer-Encoding: chunked MISC bugs.php.net
PHP: PHP 5 ChangelLog MISC php.net
CVE-2018-17082 PHP Vulnerability in NetApp Products | NetApp Product Security CONFIRM  security.netapp.c
Fix for bug #76582 - php/php-src@23b0577 - GitHub MISC github.com
PHP: PHP 7 Changelog MISC php.net
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https://security.netapp.com/advisory/ntap-20180924-0001/
https://github.com/php/php-src/commit/23b057742e3cf199612fa8050ae86cae675e214e
http://php.net/ChangeLog-7.php

[R1] PHP Stand-alone Patch Available for Tenable.sc versions 5.7.x to 5.11.x - Security Advisory | Tenable® CONFIRM www.tenable.con

Red Hat Customer Portal REDHAT  access.redhat.co
PHP: Multiple vulnerabilities (GLSA 201812-01) — Gentoo security GENTOO  security.gentoo.co
Debian -- Security Information -- DSA-4353-1 php7.0 DEBIAN www.debian.org
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710309 Gentoo Linux Hypertext Preprocessor Multiple Vulnerabilities (GLSA 201812-01)

752878 SUSE Enterprise Linux Security Update for php7 (SUSE-SU-2022:4067-1)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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