=

CVE-2018-1714

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2018-17141
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-09-21 17:29:00 UTC
Updated 2023-11-07 02:54:00 UTC
Description HylaFAX 6.0.6 and HylaFAX+ 5.6.0 allow remote attackers to execute arbitrary code via a dial-in session that provides a F/

/ |

1|

Risk And Classification

Problem Types: CWE-824 | CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Hylafax Hylafax 6.0.6 All All All

Application Hylafax Hylafax 6.0.6 All All All

Application Hylafax Hylafax 5.6.0 All All All

Application Hylafax Hylafax 5.6.0 All All All

Application Hylafax Hylafax 5.6.0 All All All

Reference Source Link Te
Advisory X41-2018-008: Multiple Vulnerabilities in hylafax | X41 D-SEC GmbH MISC www.x41-dsec.de B
Debian -- Security Information -- DSA-4298-1 hylafax DEBIAN www.debian.org Tt
git.hylafax.org Git - HylaFAX/commit git.hylafax.org
oss-security - X41 D-Sec GmbH Security Advisory X41-2018-008: Multiple Vulnerabilities in HylaFAX ~ MLIST www.openwall.com E>
Bugtrag: X41 D-Sec GmbH Security Advisory X41-2018-008: Multiple Vulnerabilities in HylaFAX BUGTRAQ seclists.org B



https://cve.report/
https://cve.report/CVE-2018-17141/mitre
https://cve.report/CVE-2018-17141/nist
https://cve.report/CVE-2018-17141/cve_org
https://cve.report/api/cve/CVE-2018-17141.json
https://cve.report/CVE-2018-17141.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/hylafax
http://cve.report/software/hylafax/hylafax
http://cve.report/vendor/hylafax
http://cve.report/software/hylafax/hylafax
http://cve.report/vendor/hylafax
http://cve.report/software/hylafax/hylafax
http://cve.report/vendor/hylafax
http://cve.report/software/hylafax/hylafax
http://cve.report/vendor/hylafax
http://cve.report/software/hylafax/hylafax
https://www.x41-dsec.de/lab/advisories/x41-2018-008-hylafax/
https://www.debian.org/security/2018/dsa-4298
http://git.hylafax.org/HylaFAX?a=commit%253Bh=c6cac8d8cd0dbe313689ba77023e12bc5b3027be
http://www.openwall.com/lists/oss-security/2018/09/20/1
https://seclists.org/bugtraq/2018/Sep/49

git.hylafax.org Git - HylaFAX/commit CONFIRM  git.hylafax.org Pe

[SECURITY] [DLA 1515-1] hylafax security update MLIST lists.debian.org M
CVE Program record CVE.ORG www.cve.org ca
NVD vulnerability detail NVD nvd.nist.gov ca
‘ i |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500253 Alpine Linux Security Update for hylafax

504002 Alpine Linux Security Update for hylafax
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