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Summary

CVE CVE-2018-17176

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-09-18 18:29:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description A replay issue was discovered on Neato Botvac Connected 2.2.0 devices. Manual control mode requires authentication, but once recorded, the authentication (always transmitted in cleartext) can be replayed to /bin/webserver on port 8081. There are no nonces, and timestamps are not checked at all.

Risk And Classification

Problem Types: CWE-294

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Neatorobotics Botvac D4 Connected - All All All

Hardware Neatorobotics Botvac D4 Connected - All All All

Operating System Neatorobotics Botvac D4 Connected Firmware 2.2.0 All All All

Operating System Neatorobotics Botvac D4 Connected Firmware 2.2.0 All All All

Hardware Neatorobotics Botvac D6 Connected - All All All

Hardware Neatorobotics Botvac D6 Connected - All All All

Operating System Neatorobotics Botvac D6 Connected Firmware 2.2.0 All All All

Operating System Neatorobotics Botvac D6 Connected Firmware 2.2.0 All All All

Hardware Neatorobotics Botvac D7 Connected - All All All

Hardware Neatorobotics Botvac D7 Connected - All All All

Operating System Neatorobotics Botvac D7 Connected Firmware 2.2.0 All All All

Operating System Neatorobotics Botvac D7 Connected Firmware 2.2.0 All All All

References

Reference Source Link Tags

media.ccc.de - Pinky & Brain are taking over the world with vacuum cleaners MISC media.ccc.de Exploit, Third Party Advisory
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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