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Summary

CVE CVE-2018-17177

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-09-18 18:29:00 UTC

Updated 2021-06-17 17:29:00 UTC

Description An issue was discovered on Neato Botvac Connected 2.2.0 and Botvac 85 1.2.1 devices. Static encryption is used for the copying of so-called "black box" logs (event logs and core dumps) to a USB stick. These logs are RC4-encrypted with a 9-character password of *^JEd4W!I that is obfuscated by hiding it within a custom /bin/rc4_crypt binary.

Risk And Classification

Problem Types: CWE-326

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Neato Botvac 85 Connected - All All All

Hardware Neato Botvac 85 Connected - All All All

Operating System Neato Botvac 85 Firmware 1.2.1 All All All

Operating System Neato Botvac 85 Firmware 1.2.1 All All All

Hardware Neato Botvac D3 Connected - All All All

Hardware Neato Botvac D3 Connected - All All All

Operating System Neato Botvac D3 Connected Firmware 2.2.0 All All All

Operating System Neato Botvac D3 Connected Firmware 2.2.0 All All All

Hardware Neato Botvac D4 Connected - All All All

Hardware Neato Botvac D4 Connected - All All All

Operating System Neato Botvac D4 Connected Firmware 2.2.0 All All All

Operating System Neato Botvac D4 Connected Firmware 2.2.0 All All All

Hardware Neato Botvac D5 Connected - All All All

Hardware Neato Botvac D5 Connected - All All All

Operating System Neato Botvac D5 Connected Firmware 2.2.0 All All All

Operating System Neato Botvac D5 Connected Firmware 2.2.0 All All All

Hardware Neato Botvac D6 Connected - All All All
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Hardware Neato Botvac D6 Connected - All All All

Hardware Neato Botvac D6 Connected - All All All

Operating System Neato Botvac D6 Connected Firmware 2.2.0 All All All

Operating System Neato Botvac D6 Connected Firmware 2.2.0 All All All

Hardware Neato Botvac D7 Connected - All All All

Hardware Neato Botvac D7 Connected - All All All

Operating System Neato Botvac D7 Connected Firmware 2.2.0 All All All

Operating System Neato Botvac D7 Connected Firmware 2.2.0 All All All

Hardware Neatorobotics Botvac 85 Connected - All All All

Operating System Neatorobotics Botvac 85 Firmware 1.2.1 All All All

Hardware Neatorobotics Botvac D3 Connected - All All All

Operating System Neatorobotics Botvac D3 Connected Firmware 2.2.0 All All All

Hardware Neatorobotics Botvac D4 Connected - All All All

Operating System Neatorobotics Botvac D4 Connected Firmware 2.2.0 All All All

Hardware Neatorobotics Botvac D5 Connected - All All All

Operating System Neatorobotics Botvac D5 Connected Firmware 2.2.0 All All All

Hardware Neatorobotics Botvac D6 Connected - All All All

Operating System Neatorobotics Botvac D6 Connected Firmware 2.2.0 All All All

Hardware Neatorobotics Botvac D7 Connected - All All All

Operating System Neatorobotics Botvac D7 Connected Firmware 2.2.0 All All All

References

Reference Source Link Tags

media.ccc.de - Pinky & Brain are taking over the world with vacuum cleaners MISC media.ccc.de Exploit, Technical Description, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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