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Summary

CVE CVE-2018-17190

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-11-19 14:29:00 UTC

Updated 2023-11-07 02:54:00 UTC

Description In all versions of Apache Spark, its standalone resource manager accepts code to execute on a 'master' host, that then runs that code on 'worker' hosts. The master itself does not, by design, execute user code. A specially-crafted request to the master can, however, cause the master to execute code too. Note that this does not affect standalone clusters with authentication enabled. While the master host typically has less outbound access to other resources than a worker, the execution of code on the master is nevertheless unexpected.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Spark All All All All

Application Apache Spark All All All All

References

Reference Source Link Tags

Oracle Critical Patch Update Advisory - July 2020 MISC www.oracle.com

Pony Mail! MISC lists.apache.org Mailing List, Vendor Advisory

Apache: Multiple vulnerabilities (GLSA 201903-21) — Gentoo security GENTOO security.gentoo.org Third Party Advisory

Pony Mail! lists.apache.org

Apache Spark CVE-2018-17190 Remote Code Execution Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710186 Gentoo Linux Apache Multiple vulnerabilities (GLSA 201903-21)
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