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CVE CVE-2018-17190
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-11-19 14:29:00 UTC
Updated 2023-11-07 02:54:00 UTC
Description In all versions of Apache Spark, its standalone resource manager accepts code to execute on a 'master' host, that then run:

/ |
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Spark All All All All

Application Apache Spark All All All All

Reference Source Link Tags

Oracle Critical Patch Update Advisory - July 2020 MISC www.oracle.com

Pony Mail! MISC lists.apache.org Mailing List, Vendor Advisory
Apache: Multiple vulnerabilities (GLSA 201903-21) — Gentoo security GENTOO  security.gentoo.org Third Party Advisory

Pony Mail! lists.apache.org

Apache Spark CVE-2018-17190 Remote Code Execution Vulnerability BID www.securityfocus.com  Third Party Advisory, VDB En
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

(| N

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710186 Gentoo Linux Apache Multiple vulnerabilities (GLSA 201903-21)


https://cve.report/
https://cve.report/CVE-2018-17190/mitre
https://cve.report/CVE-2018-17190/nist
https://cve.report/CVE-2018-17190/cve_org
https://cve.report/CVE-2018-17190.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/spark
http://cve.report/vendor/apache
http://cve.report/software/apache/spark
https://www.oracle.com/security-alerts/cpujul2020.html
https://lists.apache.org/thread.html/341c3187f15cdb0d353261d2bfecf2324d56cb7db1339bfc7b30f6e5@%253Cdev.spark.apache.org%253E
https://security.gentoo.org/glsa/201903-21
https://lists.apache.org/thread.html/341c3187f15cdb0d353261d2bfecf2324d56cb7db1339bfc7b30f6e5%2540%253Cdev.spark.apache.org%253E
http://www.securityfocus.com/bid/105976
https://www.cve.org/CVERecord?id=CVE-2018-17190
https://nvd.nist.gov/vuln/detail/CVE-2018-17190
http://cve.report/qid/710186

980958 Java (maven) Security Update for org.apache.spark:spark-core_2.10 (GHSA-phg2-9¢c5g-m4q7)
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