CVE-2018-17199

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2018-17199
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-01-30 22:29:00 UTC
Updated 2023-11-07 02:54:00 UTC
Description In Apache HTTP Server 2.4 release 2.4.37 and prior, mod_session checks the session expiry time before decoding the ses

/ |

1|

Risk And Classification

Problem Types: CWE-384

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Hittp Server All All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Canonical Ubuntu Linux 18.10 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Canonical Ubuntu Linux 18.10 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Application Netapp Santricity Cloud Connector - All All All
Application Netapp Santricity Cloud Connector - All All All
Application Netapp Storage Automation Store - All All All
Application Netapp Storage Automation Store - All All All
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159218 Oracle Enterprise Linux Security Update for httpd:2.4 (ELSA-2021-1809)
239299 Red Hat Update for httpd:2.4 (RHSA-2021:1809)

377287 Alibaba Cloud Linux Security Update for httpd (ALINUX2-SA-2020:0075)
500016 Alpine Linux Security Update for apache2

503707 Alpine Linux Security Update for apache2

710186 Gentoo Linux Apache Multiple vulnerabilities (GLSA 201903-21)

87456 IBM HTTP Server Multiple Vulnerabilities(6467651,869064)

940395 AlmaLinux Security Update for httpd:2.4 (ALSA-2021:1809)

960396 Rocky Linux Security Update for httpd:2.4 (RLSA-2021:1809)

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


https://access.redhat.com/errata/RHSA-2019:3932
https://access.redhat.com/errata/RHSA-2019:4126
https://lists.apache.org/thread.html/rd2fb621142e7fa187cfe12d7137bf66e7234abcbbcd800074c84a538@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/rd18c3c43602e66f9cdcf09f1de233804975b9572b0456cc582390b6f%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r9f93cf6dde308d42a9c807784e8102600d0397f5f834890708bf6920@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/rc998b18880df98bafaade071346690c2bc1444adaa1a1ea464b93f0a%2540%253Ccvs.httpd.apache.org%253E
https://access.redhat.com/errata/RHSA-2019:3933
https://lists.apache.org/thread.html/rd18c3c43602e66f9cdcf09f1de233804975b9572b0456cc582390b6f@%253Ccvs.httpd.apache.org%253E
http://www.securityfocus.com/bid/106742
https://www.oracle.com/technetwork/security-advisory/cpuapr2019-5072813.html
https://www.cve.org/CVERecord?id=CVE-2018-17199
https://nvd.nist.gov/vuln/detail/CVE-2018-17199
http://cve.report/qid/159218
http://cve.report/qid/239299
http://cve.report/qid/377287
http://cve.report/qid/500016
http://cve.report/qid/503707
http://cve.report/qid/710186
http://cve.report/qid/87456
http://cve.report/qid/940395
http://cve.report/qid/960396
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2018-17199
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


