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Summary

CVE CVE-2018-17336

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-09-22 16:29:00 UTC

Updated 2019-08-06 17:15:00 UTC

Description UDisks 2.8.0 has a format string vulnerability in udisks_log in udiskslogging.c, allowing attackers to obtain sensitive information (stack contents), cause a denial of service (memory corruption), or possibly have unspecified other impact via a malformed filesystem label, as demonstrated by %d or %n substrings.

Risk And Classification

Problem Types: CWE-134

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Application Freedesktop Udisks 2.8.0 All All All

Application Freedesktop Udisks 2.8.0 All All All

References

Reference Source Link

Malformed filesystem labels allows for a string format vulnerability · Issue #578 · storaged-project/udisks · GitHub MISC github.com

Red Hat Customer Portal REDHAT access.redhat.com

USN-3772-1: UDisks vulnerability | Ubuntu security notices UBUNTU usn.ubuntu.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

377520 Alibaba Cloud Linux Security Update for udisks2 (ALINUX2-SA-2019:0083)
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