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Incorrect texture handling in Angle in Google Chrome prior to 70.0.3538.67 allowed a remote attacker to perform an out of t
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Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Operating System

Operating System

Operating System

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 18.10 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 18.10 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Google Chrome All All All All
Google Chrome All All All All
Redhat Enterprise Linux Desktop 6.0 All All All
Redhat Enterprise Linux Desktop 7.0 All All All
Redhat Enterprise Linux Desktop 6.0 All All All
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Operating System Redhat Enterprise Linux Desktop 7.0 All All All
Operating System Redhat Enterprise Linux Server 6.0 All All All
Operating System Redhat Enterprise Linux Server 7.0 All All All
Operating System Redhat Enterprise Linux Server 6.0 All All All
Operating System Redhat Enterprise Linux Server 7.0 All All All
Operating System Redhat Enterprise Linux Server Aus 7.6 All All All
Operating System Redhat Enterprise Linux Server Aus 7.6 All All All
Operating System Redhat Enterprise Linux Server Eus 7.6 All All All
Operating System Redhat Enterprise Linux Server Eus 7.6 All All All
Operating System Redhat Enterprise Linux Server Tus 7.6 All All All
Operating System Redhat Enterprise Linux Server Tus 7.6 All All All
Operating System Redhat Enterprise Linux Workstation 6.0 All All All
Operating System Redhat Enterprise Linux Workstation 7.0 All All All
Operating System Redhat Enterprise Linux Workstation 6.0 All All All
Operating System Redhat Enterprise Linux Workstation 7.0 All All All
Reference Source Link

Debian -- Security Information -- DSA-4330-1 chromium-browser www.debian.org
Red Hat Customer Portal access.redhat.com
[SECURITY] [DLA 1605-1] firefox-esr security update MLIST lists.debian.org
Mozilla Firefox and Firefox ESR Multiple Security Vulnerabilities BID www.securityfocus.com
USN-3844-1: Firefox vulnerabilities | Ubuntu security notices usn.ubuntu.com
Chromium: Multiple vulnerabilities (GLSA 201811-10) — Gentoo security GENTOO  security.gentoo.org
880906 - Security: ANGLE TextureStorage11::setData Memory Corruption - chromium - Monorail MISC crbug.com

Red Hat Customer Portal REDHAT  access.redhat.com
Red Hat Customer Portal REDHAT  access.redhat.com
Debian -- Security Information -- DSA-4354-1 firefox-esr www.debian.org
Red Hat Customer Portal access.redhat.com
Red Hat Customer Portal REDHAT  access.redhat.com
Chrome Releases: Stable Channel Update for Desktop CONFIRM  chromereleases.googleblog.
Google Chrome Prior to 70.0.3538.67 Multiple Security Vulnerabilities BID www.securityfocus.com
USN-3868-1: Thunderbird vulnerabilities | Ubuntu security notices | Ubuntu usn.ubuntu.com
Debian -- Security Information -- DSA-4362-1 thunderbird DEBIAN www.debian.org
CVE Program record CVE.ORG www.cve.org
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

296091 Oracle Solaris 11.4 Support Repository Update (SRU) 6.1.4 Missing (CPUJAN2019)

710206 Gentoo Linux Chromium Multiple Vulnerabilities (GLSA 201811-10)
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