
CVE-2018-17534
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2018-17534

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-10-15 19:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description Teltonika RUT9XX routers with firmware before 00.04.233 provide a root terminal on a serial interface without proper access control. This allows attackers with physical access to execute arbitrary commands with root privileges.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Teltonika Rut900 - All All All

Hardware Teltonika Rut900 - All All All

Operating System Teltonika Rut900 Firmware All All All All

Operating System Teltonika Rut900 Firmware All All All All

Hardware Teltonika Rut950 - All All All

Hardware Teltonika Rut950 - All All All

Operating System Teltonika Rut950 Firmware All All All All

Operating System Teltonika Rut950 Firmware All All All All

Hardware Teltonika Rut955 - All All All

Hardware Teltonika Rut955 - All All All

Operating System Teltonika Rut955 Firmware All All All All

Operating System Teltonika Rut955 Firmware All All All All
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Teltonika RUT9XX Missing Access Control To UART Root Terminal ≈ Packet Storm MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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