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csssuvaacLanusceuiian Gertain versions of J2ee Engine from Sap contain the foIIowing
: vulnerability:

** UNSUPPORTED WHEN ASSIGNED ** A cross-site scripting (XSS)
vulnerability in SAP J2EE Engine/7.01/Fiori allows remote attackers to
inject arbitrary web script via the sys_jdbc parameter to
/TestdDBC_Web/test2. NOTE: This vulnerability only affects products
that are no longer supported by the maintainer.

CVE-2018-17862 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as severity.

CVSS3 Score: ~6.1-MEDIUM

Attack Attack Privileges User

Vector Complexity Required Interaction

Low [ NONE |

Scope Confidentiality Integrity Availability
Impact Impact Impact

[ NONE |

CVSS2 Score: [#SEMEDIUM)

Access Access Authentication

Vector Complexity

[ NONE |

Confidentiality Integrity Availability

Impact Impact Impact

CVE References

Description Tags Link
Full Disclosure: SAP J2EE Engine/7.01/Fiori I3 FULLDISC 20190305 SAP J2EE Engine/7.01/Fiori
Reflected Cross Site Scripting (XSS) Reflected Cross Site Scripting (XSS)

QAP I2FF Fnnina/7 N1/Finri tact? Mrnce Qita W& MIQM narkatetarmeariirihi cam/ffilae/1R104R/QAP. I2FFE.


https://cve.report/
https://cve.report/CVE-2018-17862/mitre
https://cve.report/CVE-2018-17862/nist
https://cve.report/CVE-2018-17862/cve_org
https://cve.report/CVE-2018-17862.pdf
http://cve.report/software/sap/j2ee_engine
http://cve.report/vendor/sap
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://seclists.org/fulldisclosure/2019/Mar/8

UM Ve YU LU T VT LU0 W UO0 Uity [T PACREISTOTTISCCUTTTY - COTT mur Rl g LA D A ISR A Al L

Scripting ~ Packet Storm Engine-7.01-Fiori-test2-Cross-Site-Scripting.html
Bugtraqg: SAP J2EE Engine/7.01/Fiori Reflected [ seclists.org | &2 BUGTRAQ 20190304 SAP J2EE Engine/7.01/Fiori
Cross Site Scripting (XSS) text/html Reflected Cross Site Scripting (XSS)

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Sap J2ee Engine 7.01 All All All

cpe:2.3:a:sap:j2ee_engine:7.01:

No vendor comments have been submitted for this CVE
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