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Summary

CVE CVE-2018-17875

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-12-28 13:15:00 UTC

Updated 2022-01-10 13:58:00 UTC

Description A remote code execution issue in the ping command on Poly Trio 8800 5.7.1.4145 devices allows remote authenticated users to execute commands via unspecified vectors.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Poly Trio 8800 - All All All

Operating System Poly Trio 8800 Firmware 5.4.0.12197 All All All

Operating System Poly Trio 8800 Firmware 5.4.0.12541 All All All

Operating System Poly Trio 8800 Firmware 5.4.0.12856 All All All

Operating System Poly Trio 8800 Firmware 5.4.1.17597 All All All

Operating System Poly Trio 8800 Firmware 5.4.2.5400 All All All

Operating System Poly Trio 8800 Firmware 5.4.3.2007 All All All

Operating System Poly Trio 8800 Firmware 5.4.3.2389 All All All

Operating System Poly Trio 8800 Firmware 5.4.3.2400 All All All

Operating System Poly Trio 8800 Firmware 5.4.4.7511 All All All

Operating System Poly Trio 8800 Firmware 5.4.4.7609 All All All

Operating System Poly Trio 8800 Firmware 5.4.4.7776 All All All

Operating System Poly Trio 8800 Firmware 5.4.5.9111 All All All

Operating System Poly Trio 8800 Firmware 5.4.5.9658 All All All

Operating System Poly Trio 8800 Firmware 5.5.2.11338 All All All

Operating System Poly Trio 8800 Firmware 5.5.2.11391 All All All

Operating System Poly Trio 8800 Firmware 5.5.3.3441 All All All
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Operating System Poly Trio 8800 Firmware 5.5.3.3441 All All All

Operating System Poly Trio 8800 Firmware 5.5.3.3517 All All All

Operating System Poly Trio 8800 Firmware 5.5.4.2255 All All All

Operating System Poly Trio 8800 Firmware 5.7.1.4095 All All All

Operating System Poly Trio 8800 Firmware 5.7.1.4133 All All All

Operating System Poly Trio 8800 Firmware 5.7.1.4145 All All All

References

Reference Source Link Tags

Authenticated RCE in Polycom Trio 8800 pt.1 MISC unkl4b.github.io

Polycom Trio 8800 MISC support.polycom.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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