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Summary

CVE CVE-2018-17879

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-26 22:15:00 UTC

Updated 2023-11-07 17:03:00 UTC

Description An issue was discovered on certain ABUS TVIP cameras. The CGI scripts allow remote attackers to execute code via system() as root. There are several injection points in various scripts.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Abus Tvip 10000 - All All All

Operating System Abus Tvip 10000 Firmware - All All All

Hardware Abus Tvip 10001 - All All All

Operating System Abus Tvip 10001 Firmware - All All All

Hardware Abus Tvip 10005 - All All All

Hardware Abus Tvip 10005a - All All All

Operating System Abus Tvip 10005a Firmware - All All All

Hardware Abus Tvip 10005b - All All All

Operating System Abus Tvip 10005b Firmware - All All All

Operating System Abus Tvip 10005 Firmware - All All All

Hardware Abus Tvip 10050 - All All All

Operating System Abus Tvip 10050 Firmware - All All All

Hardware Abus Tvip 10051 - All All All

Operating System Abus Tvip 10051 Firmware - All All All

Hardware Abus Tvip 10055a - All All All

Operating System Abus Tvip 10055a Firmware - All All All

Hardware Abus Tvip 10055b - All All All
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Hardware Abus Tvip 10055b - All All All

Operating System Abus Tvip 10055b Firmware - All All All

Hardware Abus Tvip 10500 - All All All

Operating System Abus Tvip 10500 Firmware - All All All

Hardware Abus Tvip 10550 - All All All

Operating System Abus Tvip 10550 Firmware - All All All

Hardware Abus Tvip 11000 - All All All

Operating System Abus Tvip 11000 Firmware - All All All

Hardware Abus Tvip 11050 - All All All

Operating System Abus Tvip 11050 Firmware - All All All

Hardware Abus Tvip 11500 - All All All

Operating System Abus Tvip 11500 Firmware - All All All

Hardware Abus Tvip 11501 - All All All

Operating System Abus Tvip 11501 Firmware - All All All

Hardware Abus Tvip 11502 - All All All

Operating System Abus Tvip 11502 Firmware - All All All

Hardware Abus Tvip 11550 - All All All

Operating System Abus Tvip 11550 Firmware - All All All

Hardware Abus Tvip 11551 - All All All

Operating System Abus Tvip 11551 Firmware - All All All

Hardware Abus Tvip 11552 - All All All

Operating System Abus Tvip 11552 Firmware - All All All

Hardware Abus Tvip 20000 - All All All

Operating System Abus Tvip 20000 Firmware - All All All

Hardware Abus Tvip 20050 - All All All

Operating System Abus Tvip 20050 Firmware - All All All

Hardware Abus Tvip 20500 - All All All

Operating System Abus Tvip 20500 Firmware - All All All

Hardware Abus Tvip 20550 - All All All

Operating System Abus Tvip 20550 Firmware - All All All

Hardware Abus Tvip 21000 - All All All

Operating System Abus Tvip 21000 Firmware - All All All

Hardware Abus Tvip 21050 - All All All

Operating System Abus Tvip 21050 Firmware - All All All

Hardware Abus Tvip 21500 - All All All

Operating System Abus Tvip 21500 Firmware - All All All
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Hardware Abus Tvip 21501 - All All All

Operating System Abus Tvip 21501 Firmware - All All All

Hardware Abus Tvip 21502 - All All All

Operating System Abus Tvip 21502 Firmware - All All All

Hardware Abus Tvip 21550 - All All All

Operating System Abus Tvip 21550 Firmware - All All All

Hardware Abus Tvip 21551 - All All All

Operating System Abus Tvip 21551 Firmware - All All All

Hardware Abus Tvip 21552 - All All All

Operating System Abus Tvip 21552 Firmware - All All All

Hardware Abus Tvip 22500 - All All All

Operating System Abus Tvip 22500 Firmware - All All All

Hardware Abus Tvip 31000 - All All All

Operating System Abus Tvip 31000 Firmware - All All All

Hardware Abus Tvip 31001 - All All All

Operating System Abus Tvip 31001 Firmware - All All All

Hardware Abus Tvip 31050 - All All All

Operating System Abus Tvip 31050 Firmware - All All All

Hardware Abus Tvip 31500 - All All All

Operating System Abus Tvip 31500 Firmware - All All All

Hardware Abus Tvip 31501 - All All All

Operating System Abus Tvip 31501 Firmware - All All All

Hardware Abus Tvip 31550 - All All All

Operating System Abus Tvip 31550 Firmware - All All All

Hardware Abus Tvip 31551 - All All All

Operating System Abus Tvip 31551 Firmware - All All All

Hardware Abus Tvip 32500 - All All All

Operating System Abus Tvip 32500 Firmware - All All All

Hardware Abus Tvip 51500 - All All All

Operating System Abus Tvip 51500 Firmware - All All All

Hardware Abus Tvip 51550 - All All All

Operating System Abus Tvip 51550 Firmware - All All All

Hardware Abus Tvip 71500 - All All All

Operating System Abus Tvip 71500 Firmware - All All All

Hardware Abus Tvip 71501 - All All All

Operating System Abus Tvip 71501 Firmware - All All All
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Operating System Abus Tvip 71501 Firmware - All All All

Hardware Abus Tvip 71550 - All All All

Operating System Abus Tvip 71550 Firmware - All All All

Hardware Abus Tvip 71551 - All All All

Operating System Abus Tvip 71551 Firmware - All All All

Hardware Abus Tvip 72500 - All All All

Operating System Abus Tvip 72500 Firmware - All All All

References

Reference Source Link Tags

CCC | Update nicht verfügbar: Lieferant nicht zu erreichen MISC www.ccc.de

Five Vulnerabilities in ABUS cameras :: sec.maride.cc MISC sec.maride.cc

CVE Program record CVE.ORG www.cve.org canonical
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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