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Summary

CVE CVE-2018-17914

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-11-02 13:29:00 UTC

Updated 2021-04-08 18:09:00 UTC

Description InduSoft Web Studio versions prior to 8.1 SP2, and InTouch Edge HMI (formerly InTouch Machine Edition) versions prior to 2017 SP2. This vulnerability could allow an unauthenticated user to remotely execute code with the same privileges as that of the InduSoft Web Studio or InTouch Edge HMI (formerly InTouch Machine Edition) runtime.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Aveva Edge 8.1 - All All

Application Aveva Edge 8.1 sp1 All All

Application Aveva Indusoft Web Studio 6.1 sp5 All All

Application Aveva Indusoft Web Studio 6.1 sp6_p3 All All

Application Aveva Indusoft Web Studio 7.1 All All All

Application Aveva Indusoft Web Studio 7.1 sp1 All All

Application Aveva Indusoft Web Studio 7.1 sp2 All All

Application Aveva Indusoft Web Studio 7.1 sp3 All All

Application Aveva Indusoft Web Studio 7.1 sp3_p1 All All

Application Aveva Indusoft Web Studio 7.1 sp3_p2 All All

Application Aveva Indusoft Web Studio 7.1 sp3_p3 All All

Application Aveva Indusoft Web Studio 7.1 sp3_p4 All All

Application Aveva Indusoft Web Studio 7.1 sp3_p5 All All

Application Aveva Indusoft Web Studio 7.1 sp3_p6 All All

Application Aveva Indusoft Web Studio 7.1 sp3_p7 All All

Application Aveva Indusoft Web Studio 7.1 sp3_p8 All All

Application Aveva Indusoft Web Studio 7.1 sp3_p9 All All
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Application Aveva Indusoft Web Studio 7.1 sp3_p9 All All

Application Aveva Indusoft Web Studio 8.0 All All All

Application Aveva Indusoft Web Studio 8.0 p1 All All

Application Aveva Indusoft Web Studio 8.0 p2 All All

Application Aveva Indusoft Web Studio 8.0 p3 All All

Application Aveva Indusoft Web Studio 8.0 sp1 All All

Application Aveva Indusoft Web Studio 8.0 sp1_p1 All All

Application Aveva Indusoft Web Studio 8.0 sp2 All All

Application Aveva Indusoft Web Studio 8.0 sp2_p1 All All

Application Aveva Indusoft Web Studio 8.1 All All All

Application Aveva Indusoft Web Studio 8.1 p1 All All

Application Aveva Indusoft Web Studio 8.1 sp1 All All

Application Aveva Indusoft Web Studio 8.1 sp1_p1 All All

Application Aveva Indusoft Web Studio 6.1 sp5 All All

Application Aveva Indusoft Web Studio 6.1 sp6_p3 All All

Application Aveva Indusoft Web Studio 7.1 All All All

Application Aveva Indusoft Web Studio 7.1 sp1 All All

Application Aveva Indusoft Web Studio 7.1 sp2 All All

Application Aveva Indusoft Web Studio 7.1 sp3 All All

Application Aveva Indusoft Web Studio 7.1 sp3_p1 All All

Application Aveva Indusoft Web Studio 7.1 sp3_p2 All All

Application Aveva Indusoft Web Studio 7.1 sp3_p3 All All

Application Aveva Indusoft Web Studio 7.1 sp3_p4 All All

Application Aveva Indusoft Web Studio 7.1 sp3_p5 All All

Application Aveva Indusoft Web Studio 7.1 sp3_p6 All All

Application Aveva Indusoft Web Studio 7.1 sp3_p7 All All

Application Aveva Indusoft Web Studio 7.1 sp3_p8 All All

Application Aveva Indusoft Web Studio 7.1 sp3_p9 All All

Application Aveva Indusoft Web Studio 8.0 All All All

Application Aveva Indusoft Web Studio 8.0 p1 All All

Application Aveva Indusoft Web Studio 8.0 p2 All All

Application Aveva Indusoft Web Studio 8.0 p3 All All

Application Aveva Indusoft Web Studio 8.0 sp1 All All

Application Aveva Indusoft Web Studio 8.0 sp1_p1 All All

Application Aveva Indusoft Web Studio 8.0 sp2 All All

Application Aveva Indusoft Web Studio 8.0 sp2_p1 All All
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Application Aveva Indusoft Web Studio 8.1 All All All

Application Aveva Indusoft Web Studio 8.1 p1 All All

Application Aveva Indusoft Web Studio 8.1 sp1 All All

Application Aveva Indusoft Web Studio 8.1 sp1_p1 All All

Application Aveva Intouch Edge Hmi 8.1 All All All

Application Aveva Intouch Edge Hmi 8.1 sp1 All All

Application Aveva Intouch Edge Hmi 8.1 All All All

Application Aveva Intouch Edge Hmi 8.1 sp1 All All

Application Aveva Intouch Machine Edition 2014 r2 All All All

Application Aveva Intouch Machine Edition 2014 r2 All All All

References

Reference Source Link

[R1] Multiple Vulnerabilities in AVEVA Indusoft Web Studio and InTouch Edge HMI - Research Advisory | Tenable® MISC www.tenable.com

AVEVA InduSoft Web Studio and InTouch Edge HMI (formerly InTouch Machine Edition) | CISA MISC ics-cert.us-cert.gov

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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