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Summary

CVE CVE-2018-17924

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-12-07 14:29:00 UTC

Updated 2022-05-02 19:26:00 UTC

Description Rockwell Automation MicroLogix 1400 Controllers and 1756 ControlLogix Communications Modules An unauthenticated, remote threat actor could send a CIP connection request to an affected device, and upon successful connection, send a new IP configuration to the affected device even if the controller in the system is set to Hard RUN mode. When the affected device accepts this new IP configuration, a loss of communication occurs between the device and the rest of the system as the system traffic is still attempting to communicate with the device via the overwritten IP address.

Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Rockwellautomation 1756-en2f Series A - All All All

Hardware Rockwellautomation 1756-en2f Series A - All All All

Operating System Rockwellautomation 1756-en2f Series A Firmware - All All All

Operating System Rockwellautomation 1756-en2f Series A Firmware - All All All

Hardware Rockwellautomation 1756-en2f Series B - All All All

Hardware Rockwellautomation 1756-en2f Series B - All All All

Operating System Rockwellautomation 1756-en2f Series B Firmware - All All All

Operating System Rockwellautomation 1756-en2f Series B Firmware - All All All

Hardware Rockwellautomation 1756-en2f Series C - All All All

Hardware Rockwellautomation 1756-en2f Series C - All All All

Operating System Rockwellautomation 1756-en2f Series C Firmware All All All All

Hardware Rockwellautomation 1756-en2tr Series A - All All All

Hardware Rockwellautomation 1756-en2tr Series A - All All All

Operating System Rockwellautomation 1756-en2tr Series A Firmware - All All All

Operating System Rockwellautomation 1756-en2tr Series A Firmware - All All All

Hardware Rockwellautomation 1756-en2tr Series B - All All All

Hardware Rockwellautomation 1756-en2tr Series B - All All All
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Hardware Rockwellautomation 1756-en2tr Series B - All All All

Operating System Rockwellautomation 1756-en2tr Series B Firmware - All All All

Operating System Rockwellautomation 1756-en2tr Series B Firmware - All All All

Hardware Rockwellautomation 1756-en2tr Series C - All All All

Hardware Rockwellautomation 1756-en2tr Series C - All All All

Operating System Rockwellautomation 1756-en2tr Series C Firmware All All All All

Hardware Rockwellautomation 1756-en2t Series A - All All All

Hardware Rockwellautomation 1756-en2t Series A - All All All

Operating System Rockwellautomation 1756-en2t Series A Firmware - All All All

Operating System Rockwellautomation 1756-en2t Series A Firmware - All All All

Hardware Rockwellautomation 1756-en2t Series B - All All All

Hardware Rockwellautomation 1756-en2t Series B - All All All

Operating System Rockwellautomation 1756-en2t Series B Firmware - All All All

Operating System Rockwellautomation 1756-en2t Series B Firmware - All All All

Hardware Rockwellautomation 1756-en2t Series C - All All All

Hardware Rockwellautomation 1756-en2t Series C - All All All

Operating System Rockwellautomation 1756-en2t Series C Firmware - All All All

Operating System Rockwellautomation 1756-en2t Series C Firmware - All All All

Hardware Rockwellautomation 1756-en2t Series D - All All All

Hardware Rockwellautomation 1756-en2t Series D - All All All

Operating System Rockwellautomation 1756-en2t Series D Firmware All All All All

Hardware Rockwellautomation 1756-en3tr Series A - All All All

Hardware Rockwellautomation 1756-en3tr Series A - All All All

Operating System Rockwellautomation 1756-en3tr Series A Firmware - All All All

Operating System Rockwellautomation 1756-en3tr Series A Firmware - All All All

Hardware Rockwellautomation 1756-en3tr Series B - All All All

Hardware Rockwellautomation 1756-en3tr Series B - All All All

Operating System Rockwellautomation 1756-en3tr Series B Firmware All All All All

Hardware Rockwellautomation 1756-enbt - All All All

Operating System Rockwellautomation 1756-enbt Firmware - All All All

Operating System Rockwellautomation 1756-enbt Firmware - All All All

Hardware Rockwellautomation 1756-eweb Series A - All All All

Hardware Rockwellautomation 1756-eweb Series A - All All All

Operating System Rockwellautomation 1756-eweb Series A Firmware - All All All

Operating System Rockwellautomation 1756-eweb Series A Firmware - All All All

Hardware Rockwellautomation 1756-eweb Series B - All All All

http://cve.report/vendor/rockwellautomation
http://cve.report/software/rockwellautomation/1756-en2tr_series_b_firmware
http://cve.report/vendor/rockwellautomation
http://cve.report/software/rockwellautomation/1756-en2tr_series_b_firmware
http://cve.report/vendor/rockwellautomation
http://cve.report/software/rockwellautomation/1756-en2tr_series_c
http://cve.report/vendor/rockwellautomation
http://cve.report/software/rockwellautomation/1756-en2tr_series_c
http://cve.report/vendor/rockwellautomation
http://cve.report/software/rockwellautomation/1756-en2tr_series_c_firmware
http://cve.report/vendor/rockwellautomation
http://cve.report/software/rockwellautomation/1756-en2t_series_a
http://cve.report/vendor/rockwellautomation
http://cve.report/software/rockwellautomation/1756-en2t_series_a
http://cve.report/vendor/rockwellautomation
http://cve.report/software/rockwellautomation/1756-en2t_series_a_firmware
http://cve.report/vendor/rockwellautomation
http://cve.report/software/rockwellautomation/1756-en2t_series_a_firmware
http://cve.report/vendor/rockwellautomation
http://cve.report/software/rockwellautomation/1756-en2t_series_b
http://cve.report/vendor/rockwellautomation
http://cve.report/software/rockwellautomation/1756-en2t_series_b
http://cve.report/vendor/rockwellautomation
http://cve.report/software/rockwellautomation/1756-en2t_series_b_firmware
http://cve.report/vendor/rockwellautomation
http://cve.report/software/rockwellautomation/1756-en2t_series_b_firmware
http://cve.report/vendor/rockwellautomation
http://cve.report/software/rockwellautomation/1756-en2t_series_c
http://cve.report/vendor/rockwellautomation
http://cve.report/software/rockwellautomation/1756-en2t_series_c
http://cve.report/vendor/rockwellautomation
http://cve.report/software/rockwellautomation/1756-en2t_series_c_firmware
http://cve.report/vendor/rockwellautomation
http://cve.report/software/rockwellautomation/1756-en2t_series_c_firmware
http://cve.report/vendor/rockwellautomation
http://cve.report/software/rockwellautomation/1756-en2t_series_d
http://cve.report/vendor/rockwellautomation
http://cve.report/software/rockwellautomation/1756-en2t_series_d
http://cve.report/vendor/rockwellautomation
http://cve.report/software/rockwellautomation/1756-en2t_series_d_firmware
http://cve.report/vendor/rockwellautomation
http://cve.report/software/rockwellautomation/1756-en3tr_series_a
http://cve.report/vendor/rockwellautomation
http://cve.report/software/rockwellautomation/1756-en3tr_series_a
http://cve.report/vendor/rockwellautomation
http://cve.report/software/rockwellautomation/1756-en3tr_series_a_firmware
http://cve.report/vendor/rockwellautomation
http://cve.report/software/rockwellautomation/1756-en3tr_series_a_firmware
http://cve.report/vendor/rockwellautomation
http://cve.report/software/rockwellautomation/1756-en3tr_series_b
http://cve.report/vendor/rockwellautomation
http://cve.report/software/rockwellautomation/1756-en3tr_series_b
http://cve.report/vendor/rockwellautomation
http://cve.report/software/rockwellautomation/1756-en3tr_series_b_firmware
http://cve.report/vendor/rockwellautomation
http://cve.report/software/rockwellautomation/1756-enbt
http://cve.report/vendor/rockwellautomation
http://cve.report/software/rockwellautomation/1756-enbt_firmware
http://cve.report/vendor/rockwellautomation
http://cve.report/software/rockwellautomation/1756-enbt_firmware
http://cve.report/vendor/rockwellautomation
http://cve.report/software/rockwellautomation/1756-eweb_series_a
http://cve.report/vendor/rockwellautomation
http://cve.report/software/rockwellautomation/1756-eweb_series_a
http://cve.report/vendor/rockwellautomation
http://cve.report/software/rockwellautomation/1756-eweb_series_a_firmware
http://cve.report/vendor/rockwellautomation
http://cve.report/software/rockwellautomation/1756-eweb_series_a_firmware
http://cve.report/vendor/rockwellautomation
http://cve.report/software/rockwellautomation/1756-eweb_series_b


Hardware Rockwellautomation 1756-eweb Series B - All All All

Operating System Rockwellautomation 1756-eweb Series B Firmware - All All All

Operating System Rockwellautomation 1756-eweb Series B Firmware - All All All

Hardware Rockwellautomation 1756 Enbt - All All All

Hardware Rockwellautomation 1756 Enbt - All All All

Hardware Rockwellautomation Micrologix 1400 - All All All

Hardware Rockwellautomation Micrologix 1400 - All All All

Operating System Rockwellautomation Micrologix 1400 Firmware - All All All

Operating System Rockwellautomation Micrologix 1400 Firmware - All All All

References

Reference Source Link

Rockwell Automation MicroLogix 1400 Controllers and 1756 ControlLogix Communications Modules | ICS-CERT MISC ics-cert.us-cert.gov

Multiple Rockwell Automation Products CVE-2018-17924 Remote Denial of Service Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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