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Summary

CVE CVE-2018-17944

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-03-12 16:29:00 UTC

Updated 2019-03-13 15:25:00 UTC

Description On certain Lexmark devices that communicate with an LDAP or SMTP server, a malicious administrator can discover LDAP or SMTP credentials by changing that server's hostname to one that they control, and then capturing the credentials that are sent there. This occurs because stored credentials are not automatically deleted upon that type of hostname change.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Lexmark Cx725h - All All All

Hardware Lexmark Cx725h - All All All

Operating System Lexmark Cx725h Firmware - All All All

Operating System Lexmark Cx725h Firmware - All All All

Hardware Lexmark Cx820 - All All All

Hardware Lexmark Cx820 - All All All

Operating System Lexmark Cx820 Firmware - All All All

Operating System Lexmark Cx820 Firmware - All All All

Hardware Lexmark Cx825 - All All All

Hardware Lexmark Cx825 - All All All

Operating System Lexmark Cx825 Firmware - All All All

Operating System Lexmark Cx825 Firmware - All All All

Hardware Lexmark Cx860 - All All All

Hardware Lexmark Cx860 - All All All

Operating System Lexmark Cx860 Firmware - All All All

Operating System Lexmark Cx860 Firmware - All All All

Hardware Lexmark Xc4150 - All All All
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Hardware Lexmark Xc4150 - All All All

Hardware Lexmark Xc4150 - All All All

Operating System Lexmark Xc4150 Firmware - All All All

Operating System Lexmark Xc4150 Firmware - All All All

Hardware Lexmark Xc6152 - All All All

Hardware Lexmark Xc6152 - All All All

Operating System Lexmark Xc6152 Firmware - All All All

Operating System Lexmark Xc6152 Firmware - All All All

Hardware Lexmark Xc8155 - All All All

Hardware Lexmark Xc8155 - All All All

Operating System Lexmark Xc8155 Firmware - All All All

Operating System Lexmark Xc8155 Firmware - All All All

Hardware Lexmark Xc8160 - All All All

Hardware Lexmark Xc8160 - All All All

Operating System Lexmark Xc8160 Firmware - All All All

Operating System Lexmark Xc8160 Firmware - All All All

References

Reference Source Link Tags

Lexmark Security Advisory: LDAP and SMTP Servers Vulnerability (CVE-2018-17944) CONFIRM support.lexmark.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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