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Summary

CVE CVE-2018-17953

State PUBLIC

Assigner security@microfocus.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-11-27 13:29:00 UTC

Updated 2023-11-07 02:54:00 UTC

Description A incorrect variable in a SUSE specific patch for pam_access rule matching in PAM 1.3.0 in openSUSE Leap 15.0 and SUSE Linux Enterprise 15 could lead to pam_access rules not being applied (fail open).

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Kernel Linux-pam 1.3.0 All All All

Application Kernel Linux-pam 1.3.0 All All All

Operating System Opensuse Leap 15.0 All All All

Operating System Opensuse Leap 15.0 All All All

Operating System Suse Linux Enterprise 15.0 All All All

Operating System Suse Linux Enterprise 15.0 All All All

References

Reference

Bug 1115640 – VUL-0: CVE-2018-17953: pam: (at least /lib64/security/pam_access.so) doesn't properly handle with ip addresses and subnets

CVE Program record

NVD vulnerability detail

Vendor Comments And Credit

Discovery Credit

LEGACY: Daniel Pecka
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https://cve.report/CVE-2018-17953/mitre
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https://cve.report/CVE-2018-17953.pdf
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http://cve.report/software/kernel/linux-pam
http://cve.report/vendor/kernel
http://cve.report/software/kernel/linux-pam
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise
https://bugzilla.suse.com/show_bug.cgi?id=1115640
https://www.cve.org/CVERecord?id=CVE-2018-17953
https://nvd.nist.gov/vuln/detail/CVE-2018-17953


There are currently no legacy QID mappings associated with this CVE.
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