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CVE CVE-2018-17960

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-11-14 20:29:00 UTC

Updated 2019-07-17 06:15:00 UTC

Description CKEditor 4.x before 4.11.0 allows user-assisted XSS involving a source-mode paste.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition
Application Ckeditor Ckeditor All All All
Application Ckeditor Ckeditor All All All

Language
All

All

References
Reference Source
Malformed Request BID
CKEditor 4.11.0 | CKEditor.com MISC

CKEditor 4.11 with emoji dropdown and auto link on typing released MISC

Oracle Critical Patch Update - July 2019 MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

Link
www.securityfocus.com
ckeditor.com
ckeditor.com
www.oracle.com
www.cve.org

nvd.nist.gov

Tags

Vendor Advisory

Exploit, Vendor Advisory

canonical

canonical, analysis

983767 Nodejs (npm) Security Update for ckeditor (GHSA-g68x-vvaq-pvw3)
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