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Summary

CVE CVE-2018-17980

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-10-15 19:29:00 UTC

Updated 2019-01-22 21:48:00 UTC

Description NoMachine before 5.3.27 and 6.x before 6.3.6 allows attackers to gain privileges via a Trojan horse wintab32.dll file located in the same directory as a .nxs file, as demonstrated by a scenario where the .nxs file and the DLL are in the current working directory, and the Trojan horse code is executed. (The directory could, in general, be on a local filesystem or a network share.).

Risk And Classification

Problem Types: CWE-426

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Nomachine Nomachine All All All All

Application Nomachine Nomachine All All All All

References

Reference Source Link

www.nomachine.com/TR10P08887 CONFIRM www.nomachine.com

NoMachine 5.3.26 Remote Code Execution ≈ Packet Storm MISC packetstormsecurity.com

hyp3rlinx.altervista.org/advisories/NOMACHINE-TROJAN-FILE-REMOTE-CODE-EXECUTION.txt MISC hyp3rlinx.altervista.org

NoMachine < 5.3.27 - Remote Code Execution - Windows remote Exploit EXPLOIT-DB www.exploit-db.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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