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Summary

CVE CVE-2018-18008

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-12-21 23:29:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description spaces.htm on multiple D-Link devices (DSL, DIR, DWR) allows remote unauthenticated attackers to discover admin credentials.

Risk And Classification

Problem Types: CWE-798

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Dlink Dir-140l - All All All

Hardware Dlink Dir-140l - All All All

Operating System Dlink Dir-140l Firmware 1.00 All All All

Operating System Dlink Dir-140l Firmware 1.01ru All All All

Operating System Dlink Dir-140l Firmware 1.02 All All All

Operating System Dlink Dir-140l Firmware 1.00 All All All

Operating System Dlink Dir-140l Firmware 1.01ru All All All

Operating System Dlink Dir-140l Firmware 1.02 All All All

Hardware Dlink Dir-640l - All All All

Hardware Dlink Dir-640l - All All All

Operating System Dlink Dir-640l Firmware 1.00 All All All

Operating System Dlink Dir-640l Firmware 1.01ru All All All

Operating System Dlink Dir-640l Firmware 1.02 All All All

Operating System Dlink Dir-640l Firmware 1.00 All All All

Operating System Dlink Dir-640l Firmware 1.01ru All All All

Operating System Dlink Dir-640l Firmware 1.02 All All All

Hardware Dlink Dsl-2770l - All All All
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Hardware Dlink Dsl-2770l - All All All

Hardware Dlink Dsl-2770l - All All All

Operating System Dlink Dsl-2770l Firmware me_1.01 All All All

Operating System Dlink Dsl-2770l Firmware me_1.02 All All All

Operating System Dlink Dsl-2770l Firmware me_1.06 All All All

Operating System Dlink Dsl-2770l Firmware me_1.01 All All All

Operating System Dlink Dsl-2770l Firmware me_1.02 All All All

Operating System Dlink Dsl-2770l Firmware me_1.06 All All All

Hardware Dlink Dwr-116 - All All All

Hardware Dlink Dwr-116 - All All All

Operating System Dlink Dwr-116 Firmware 1.03 All All All

Operating System Dlink Dwr-116 Firmware 1.05 All All All

Operating System Dlink Dwr-116 Firmware 2.01 All All All

Operating System Dlink Dwr-116 Firmware 2.02 All All All

Operating System Dlink Dwr-116 Firmware 1.03 All All All

Operating System Dlink Dwr-116 Firmware 1.05 All All All

Operating System Dlink Dwr-116 Firmware 2.01 All All All

Operating System Dlink Dwr-116 Firmware 2.02 All All All

Hardware Dlink Dwr-512 - All All All

Hardware Dlink Dwr-512 - All All All

Operating System Dlink Dwr-512 Firmware 1.03 All All All

Operating System Dlink Dwr-512 Firmware 1.05 All All All

Operating System Dlink Dwr-512 Firmware 2.01 All All All

Operating System Dlink Dwr-512 Firmware 2.02 All All All

Operating System Dlink Dwr-512 Firmware 1.03 All All All

Operating System Dlink Dwr-512 Firmware 1.05 All All All

Operating System Dlink Dwr-512 Firmware 2.01 All All All

Operating System Dlink Dwr-512 Firmware 2.02 All All All

Hardware Dlink Dwr-555 - All All All

Hardware Dlink Dwr-555 - All All All

Operating System Dlink Dwr-555 Firmware 1.03 All All All

Operating System Dlink Dwr-555 Firmware 1.05 All All All

Operating System Dlink Dwr-555 Firmware 2.01 All All All

Operating System Dlink Dwr-555 Firmware 2.02 All All All

Operating System Dlink Dwr-555 Firmware 1.03 All All All

Operating System Dlink Dwr-555 Firmware 1.05 All All All

http://cve.report/vendor/dlink
http://cve.report/software/dlink/dsl-2770l
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dsl-2770l_firmware
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dsl-2770l_firmware
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dsl-2770l_firmware
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dsl-2770l_firmware
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dsl-2770l_firmware
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dsl-2770l_firmware
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dwr-116
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dwr-116
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dwr-116_firmware
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dwr-116_firmware
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dwr-116_firmware
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dwr-116_firmware
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dwr-116_firmware
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dwr-116_firmware
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dwr-116_firmware
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dwr-116_firmware
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dwr-512
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dwr-512
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dwr-512_firmware
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dwr-512_firmware
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dwr-512_firmware
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dwr-512_firmware
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dwr-512_firmware
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dwr-512_firmware
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dwr-512_firmware
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dwr-512_firmware
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dwr-555
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dwr-555
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dwr-555_firmware
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dwr-555_firmware
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dwr-555_firmware
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dwr-555_firmware
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dwr-555_firmware
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dwr-555_firmware


Operating System Dlink Dwr-555 Firmware 2.01 All All All

Operating System Dlink Dwr-555 Firmware 2.02 All All All

Hardware Dlink Dwr-921 - All All All

Hardware Dlink Dwr-921 - All All All

Operating System Dlink Dwr-921 Firmware 1.03 All All All

Operating System Dlink Dwr-921 Firmware 1.05 All All All

Operating System Dlink Dwr-921 Firmware 2.01 All All All

Operating System Dlink Dwr-921 Firmware 2.02 All All All

Operating System Dlink Dwr-921 Firmware 1.03 All All All

Operating System Dlink Dwr-921 Firmware 1.05 All All All

Operating System Dlink Dwr-921 Firmware 2.01 All All All

Operating System Dlink Dwr-921 Firmware 2.02 All All All
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Multiple D-Link Routers CVE-2018-18008 Information Disclosure Vulnerability

Full Disclosure: [CVE-2018-18008] spaces.htm on multiple D-Link devices (DSL, DIR, DWR) allows remote unauthenticated attackers to discover admin credentials

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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