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Summary

CVE CVE-2018-18070

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-10-09 09:29:00 UTC

Updated 2021-09-13 11:15:00 UTC

Description An issue was discovered in Daimler Mercedes-Benz COMAND 17/13.0 50.12 on Mercedes-Benz C-Class 2018 vehicles. Defining or receiving a specific navigation route might cause the system to freeze and reboot after a few transmissions. When the system next starts, it tries to re-calculate the route, which will cause a boot loop. (Under certain circumstances, it is possible to quickly overwrite the malicious route to regain the stability of the system.)

Risk And Classification

Problem Types: CWE-835

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Mbusa C-class 2018 - All All

Hardware Mbusa C-class 2018 - All All

Operating System Mbusa Cockpit Management And Data 17/13.0_50.12 All All All

Operating System Mbusa Cockpit Management And Data 17\/13.0_50.12 All All All

Operating System Mbusa Cockpit Management And Data 17\/13.0_50.12 All All All

Hardware Mercedes-benz C-class 2018 - All All

Operating System Mercedes-benz Comand 17\/13.0_50.12 All All All

References

Reference Source Link Tags

CVE-2018-18070 | Daimler Mercedes Comand Navigation Route Calculation data processing (VulDB 125080) MISC vuldb.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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