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Summary

CVE CVE-2018-18203

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-11-28 23:29:00 UTC

Updated 2019-02-05 20:25:00 UTC

Description A vulnerability in the update mechanism of Subaru StarLink Harman head units 2017, 2018, and 2019 may give an attacker (with physical access to the vehicle's USB ports) the ability to rewrite the firmware of the head unit. This occurs because the device accepts modified QNX6 filesystem images (as long as the attacker obtains access to certain Harman decryption/encryption code) as a consequence of a bug where unsigned images pass a validity check. An attacker could potentially install persistent malicious head unit firmware and execute arbitrary code as the root user.

Risk And Classification

Problem Types: CWE-347

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Subaru Starlink 2017 - All All All

Hardware Subaru Starlink 2017 - All All All

Operating System Subaru Starlink 2017 Firmware - All All All

Operating System Subaru Starlink 2017 Firmware - All All All

Hardware Subaru Starlink 2018 - All All All

Hardware Subaru Starlink 2018 - All All All

Operating System Subaru Starlink 2018 Firmware - All All All

Operating System Subaru Starlink 2018 Firmware - All All All

Hardware Subaru Starlink 2019 - All All All

Hardware Subaru Starlink 2019 - All All All

Operating System Subaru Starlink 2019 Firmware - All All All

Operating System Subaru Starlink 2019 Firmware - All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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