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Summary

CVE CVE-2018-18307

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-10-16 22:29:00 UTC

Updated 2023-11-07 02:55:00 UTC

Description ** DISPUTED ** A Stored XSS vulnerability has been discovered in version 4.1.0 of AlchemyCMS via the /admin/pictures image field. NOTE: the vendor's position is that this is not a valid report: "The researcher used an authorized cookie to perform the request to a password-protected route. Without that session cookie, the request would have been rejected as unauthorized."

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Alchemy-cms Alchemy Cms 4.1.0 All All All

Application Alchemy-cms Alchemy Cms 4.1.0 All All All

References

Reference Source Link Tags

github.com/AlchemyCMS/alchemy_cms/blob/4.1-stable/app/controllers/alchem... MISC github.com

Alchemy CMS 4.1-Stable Cross Site Scripting ≈ Packet Storm MISC packetstormsecurity.com Exploit, Third Party Advisory, VDB Entry

github.com/AlchemyCMS/alchemy_cms/blob/4.1-stable/app/controllers/alchem... MISC github.com

github.com/AlchemyCMS/alchemy_cms/blob/4.1-stable/app/controllers/alchem... MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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