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Summary

CVE CVE-2018-18320

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-10-15 06:29:00 UTC

Updated 2023-11-07 02:55:00 UTC

Description ** DISPUTED ** An issue was discovered in the Merlin.PHP component 0.6.6 for Asuswrt-Merlin devices. An attacker can execute arbitrary commands because exec.php has a popen call. NOTE: the vendor indicates that Merlin.PHP is designed only for use on a trusted intranet network, and intentionally allows remote code execution.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Asuswrt-merlin Project Rt-ac1900 - All All All

Hardware Asuswrt-merlin Project Rt-ac1900 - All All All

Operating System Asuswrt-merlin Project Rt-ac1900 Firmware All All All All

Hardware Asuswrt-merlin Project Rt-ac2900 - All All All

Hardware Asuswrt-merlin Project Rt-ac2900 - All All All

Operating System Asuswrt-merlin Project Rt-ac2900 Firmware All All All All

Hardware Asuswrt-merlin Project Rt-ac3100 - All All All

Hardware Asuswrt-merlin Project Rt-ac3100 - All All All

Operating System Asuswrt-merlin Project Rt-ac3100 Firmware All All All All

Hardware Asuswrt-merlin Project Rt-ac3200 - All All All

Hardware Asuswrt-merlin Project Rt-ac3200 - All All All

Operating System Asuswrt-merlin Project Rt-ac3200 Firmware All All All All

Hardware Asuswrt-merlin Project Rt-ac5300 - All All All

Hardware Asuswrt-merlin Project Rt-ac5300 - All All All

Operating System Asuswrt-merlin Project Rt-ac5300 Firmware All All All All

Hardware Asuswrt-merlin Project Rt-ac56u - All All All

Hardware Asuswrt-merlin Project Rt-ac56u - All All All
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Hardware Asuswrt-merlin Project Rt-ac56u - All All All

Operating System Asuswrt-merlin Project Rt-ac56u Firmware All All All All

Hardware Asuswrt-merlin Project Rt-ac66u B1 - All All All

Hardware Asuswrt-merlin Project Rt-ac66u B1 - All All All

Operating System Asuswrt-merlin Project Rt-ac66u B1 Firmware All All All All

Hardware Asuswrt-merlin Project Rt-ac68p - All All All

Hardware Asuswrt-merlin Project Rt-ac68p - All All All

Operating System Asuswrt-merlin Project Rt-ac68p Firmware All All All All

Hardware Asuswrt-merlin Project Rt-ac68u - All All All

Hardware Asuswrt-merlin Project Rt-ac68u - All All All

Hardware Asuswrt-merlin Project Rt-ac68uf - All All All

Hardware Asuswrt-merlin Project Rt-ac68uf - All All All

Operating System Asuswrt-merlin Project Rt-ac68uf Firmware All All All All

Operating System Asuswrt-merlin Project Rt-ac68u Firmware All All All All

Hardware Asuswrt-merlin Project Rt-ac86u - All All All

Hardware Asuswrt-merlin Project Rt-ac86u - All All All

Operating System Asuswrt-merlin Project Rt-ac86u Firmware All All All All

Hardware Asuswrt-merlin Project Rt-ac87 - All All All

Hardware Asuswrt-merlin Project Rt-ac87 - All All All

Operating System Asuswrt-merlin Project Rt-ac87 Firmware All All All All

Hardware Asuswrt-merlin Project Rt-ac88u - All All All

Hardware Asuswrt-merlin Project Rt-ac88u - All All All

Operating System Asuswrt-merlin Project Rt-ac88u Firmware All All All All

Hardware Asuswrt-merlin Project Rt Ac1900p - All All All

Hardware Asuswrt-merlin Project Rt Ac1900p - All All All

Operating System Asuswrt-merlin Project Rt Ac1900p Firmware All All All All

References

Reference Source Link Tags

CVE-2018-18320 - 华硕路由器 Merlin.php 命令执行漏洞-0535code-51CTO博客 MISC blog.51cto.com Exploit, Third Party Advisory

安全问题-命令执行漏洞 · Issue #26 · qoli/Merlin.PHP · GitHub MISC github.com Exploit, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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