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Summary

CVE CVE-2018-18364

State PUBLIC

Assigner secure@symantec.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-02-08 17:29:00 UTC

Updated 2019-02-13 18:47:00 UTC

Description Symantec Ghost Solution Suite (GSS) versions prior to 3.3 RU1 may be susceptible to a DLL hijacking vulnerability, which is a type of issue whereby a potential attacker attempts to execute unexpected code on your machine. This occurs via placement of a potentially foreign file (DLL) that the attacker then attempts to run via a linked application.

Risk And Classification

Problem Types: CWE-426

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Symantec Ghost Solution Suite 2.0 All All All

Application Symantec Ghost Solution Suite 2.5 All All All

Application Symantec Ghost Solution Suite 3.0 All All All

Application Symantec Ghost Solution Suite 3.0 hf1 All All

Application Symantec Ghost Solution Suite 3.0 hf2 All All

Application Symantec Ghost Solution Suite 3.0 hf3 All All

Application Symantec Ghost Solution Suite 3.0 hf4 All All

Application Symantec Ghost Solution Suite 3.0 hf5 All All

Application Symantec Ghost Solution Suite 3.1 All All All

Application Symantec Ghost Solution Suite 3.1 mp1 All All

Application Symantec Ghost Solution Suite 3.1 mp2 All All

Application Symantec Ghost Solution Suite 3.1 mp3 All All

Application Symantec Ghost Solution Suite 3.1 mp4 All All

Application Symantec Ghost Solution Suite 3.1 mp5 All All

Application Symantec Ghost Solution Suite 3.1 mp6 All All

Application Symantec Ghost Solution Suite 3.2 All All All

Application Symantec Ghost Solution Suite 3.2 ru1 All All
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Application Symantec Ghost Solution Suite 3.2 ru1 All All

Application Symantec Ghost Solution Suite 3.2 ru2 All All

Application Symantec Ghost Solution Suite 3.2 ru3 All All

Application Symantec Ghost Solution Suite 3.2 ru4 All All

Application Symantec Ghost Solution Suite 3.2 ru5 All All

Application Symantec Ghost Solution Suite 3.2 ru6 All All

Application Symantec Ghost Solution Suite 3.2 ru7 All All

Application Symantec Ghost Solution Suite 3.3 All All All

Application Symantec Ghost Solution Suite 2.0 All All All

Application Symantec Ghost Solution Suite 2.5 All All All

Application Symantec Ghost Solution Suite 3.0 All All All

Application Symantec Ghost Solution Suite 3.0 hf1 All All

Application Symantec Ghost Solution Suite 3.0 hf2 All All

Application Symantec Ghost Solution Suite 3.0 hf3 All All

Application Symantec Ghost Solution Suite 3.0 hf4 All All

Application Symantec Ghost Solution Suite 3.0 hf5 All All

Application Symantec Ghost Solution Suite 3.1 All All All

Application Symantec Ghost Solution Suite 3.1 mp1 All All

Application Symantec Ghost Solution Suite 3.1 mp2 All All

Application Symantec Ghost Solution Suite 3.1 mp3 All All

Application Symantec Ghost Solution Suite 3.1 mp4 All All

Application Symantec Ghost Solution Suite 3.1 mp5 All All

Application Symantec Ghost Solution Suite 3.1 mp6 All All

Application Symantec Ghost Solution Suite 3.2 All All All

Application Symantec Ghost Solution Suite 3.2 ru1 All All

Application Symantec Ghost Solution Suite 3.2 ru2 All All

Application Symantec Ghost Solution Suite 3.2 ru3 All All

Application Symantec Ghost Solution Suite 3.2 ru4 All All

Application Symantec Ghost Solution Suite 3.2 ru5 All All

Application Symantec Ghost Solution Suite 3.2 ru6 All All

Application Symantec Ghost Solution Suite 3.2 ru7 All All

Application Symantec Ghost Solution Suite 3.3 All All All
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Symantec Ghost Solution Suite CVE-2018-18364 DLL Loading Arbitrary Code Execution Vulnerability BID www.securityfocus.com
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Symantec Ghost Solution Suite DLL Hijack CONFIRM support.symantec.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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