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Summary

CVE CVE-2018-18405

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-04-22 18:15:00 UTC

Updated 2023-11-07 02:55:00 UTC

Description ** DISPUTED ** jQuery v2.2.2 allows XSS via a crafted onerror attribute of an IMG element. NOTE: this vulnerability has been reported to be spam entry.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Jquery Jquery 2.2.2 All All All

Application Jquery Jquery 2.2.2 All All All

References

Reference Source Link

jquery/jquery - Gitter MISC gitter.im

[SECURITY] Fedora 32 Update: drupal7-7.70-1.fc32 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Public CVEs (Joas Antonio) · GitHub MISC gist.github.com

Daniel Ruf on Twitter: "It seems CVE-2018-18405 is a spam entry #CVE #security #vulnerability #jQuery" MISC twitter.com

[SECURITY] Fedora 32 Update: drupal7-7.70-1.fc32 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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