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A stack-based buffer over-read exists in setbit() at iptree.h of TCPFLOW 1.5.0, due to received incorrect values causing inc
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Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Operating System
Operating System
Operating System

Operating System

References

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 18.10 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 18.10 All All All
Digitalcorpora Tcpflow 1.5.0 All All All
Digitalcorpora Tcpflow 1.5.0 All All All
Fedoraproject Fedora 28 All All All
Fedoraproject Fedora 29 All All All
Fedoraproject Fedora 28 All All All
Fedoraproject Fedora 29 All All All

Reference

Source Link Tags

[SECURITY] Fedora 28 Update: tcpflow-1.5.0-4.fc28 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org Mailir

[SECURITY] Fedora 28 Update: tcpflow-1.5.0-4.fc28 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
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Stack-based buffer overflow in setbit() - Issue #195 - simsong/tcpflow - GitHub MISC github.com Explc
USN-3955-1: tcpflow vulnerabilities | Ubuntu security notices UBUNTU  usn.ubuntu.com Third
CVE Program record CVE.ORG www.cve.org canot
NVD vulnerability detail NVD nvd.nist.gov canot
“‘ fﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁmﬂ

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500689 Alpine Linux Security Update for tcpflow

504458 Alpine Linux Security Update for tcpflow
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