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Summary

CVE CVE-2018-18471

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-06-19 16:15:00 UTC

Updated 2019-06-24 12:02:00 UTC

Description /api/2.0/rest/aggregator/xml in Axentra firmware, used by NETGEAR Stora, Seagate GoFlex Home, and MEDION LifeCloud, has an XXE vulnerability that can be chained with an SSRF bug to gain remote command execution as root. It can be triggered by anyone who knows the IP address of the affected device.

Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Axentra Hipserv - All All All

Operating System Axentra Hipserv - All All All

Hardware Medion Lifecloud - All All All

Hardware Medion Lifecloud - All All All

Hardware Netgear Stora - All All All

Hardware Netgear Stora - All All All

Hardware Seagate Goflex Home - All All All

Hardware Seagate Goflex Home - All All All

References

Reference Source Link

WizCase Report: Vulnerabilities found on WD My Book, NetGear Stora, SeaGate Home, Medion LifeCloud NAS MISC www.wizcase.com

www.axentra.com/en MISC www.axentra.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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