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Divide-by-zero vulnerabilities in the function arlib_add_symbols() in arlib.c in elfutils 0.174 allow remote attackers to cause ¢
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Risk And Classification

Problem Types: CWE-369

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 18.10 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Debian Debian Linux 8.0 All All All
Elfutils Project Elfutils 0.174 All All All
Elfutils Project Elfutils 0.174 All All All
Opensuse Leap 15.0 All All All
Opensuse Leap 15.1 All All All
Redhat Enterprise Linux Desktop 7.0 All All All
Redhat Enterprise Linux Server 7.0 All All All
Redhat Enterprise Linux Workstation 7.0 All All All
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Mark Wielaard - [PATCH] arlib: Check that sh_entsize isn't zero. MISC sourceware.org Mailing List, Pa
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

178867 Debian Security Update for elfutils (DLA 2802-1)

377460 Alibaba Cloud Linux Security Update for elfutils (ALINUX2-SA-2019:0059)
671063 EulerOS Security Update for elfutils (EulerOS-SA-2019-2102)

671122 EulerOS Security Update for elfutils (EulerOS-SA-2019-2141)

752414 SUSE Enterprise Linux Security Update for dwarves and elfutils (SUSE-SU-2022:2614-1)
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