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CVE CVE-2018-18586
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-10-23 02:29:00 UTC
Updated 2023-11-07 02:55:00 UTC
Description ** DISPUTED ** chmextract.c in the chmextract sample program, as distributed with libmspack before 0.8alpha, does not pi
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Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Kyzer Libmspack 0.3 alpha All All

Application Kyzer Libmspack 0.4 alpha All All

Application Kyzer Libmspack 0.5 alpha All All

Application Kyzer Libmspack 0.6 alpha All All

Application Kyzer Libmspack 0.7 alpha All All

Application Kyzer Libmspack 0.3 alpha All All

Application Kyzer Libmspack 0.4 alpha All All

Application Kyzer Libmspack 0.5 alpha All All

Application Kyzer Libmspack 0.6 alpha All All

Application Kyzer Libmspack 0.7 alpha All All

Reference Source Link
oss-security - Buffer overflow in cabextract/libmspack (Fwd: New cabextract 1.8 and libmspack 0.8 release) MISC WWW
#911639 - libmspack: CVE-2018-18586: add anti "../" and leading slash protection to chmextract - Debian Bug report logs  MISC bugs
cabextract, libmspack: Multiple vulnerabilities (GLSA 201903-20) — Gentoo security GENTOO  sect
add anti "../" and leading slash protection to chmextract - kyz/libmspack@7cadd48 - GitHub MISC githt
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No vendor comments have been submitted for this CVE.

| Legacy QID Mappings

501044 Alpine Linux Security Update for libmspack

670640 EulerOS Security Update for libomspack (EulerOS-SA-2021-2398)

710187 Gentoo Linux cabextract, libmspack Multiple vulnerabilities (GLSA 201903-20)
751601 OpenSUSE Security Update for libmspack (openSUSE-SU-2022:0069-1)
751749 OpenSUSE Security Update for libmspack (openSUSE-SU-2022:0069-2)

752008 SUSE Enterprise Linux Security Update for libmspack (SUSE-SU-2022:0069-1)

752952 SUSE Enterprise Linux Security Update for libmspack (SUSE-SU-2022:4287-1)
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