
CVE-2018-18810
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2018-18810

State PUBLIC

Assigner security@tibco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-12-11 19:29:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description The Administrator Service component of TIBCO Software Inc.'s TIBCO Managed File Transfer Command Center, and TIBCO Managed File Transfer Internet Server contains vulnerabilities where an authenticated user with specific privileges can gain access to credentials to other systems. Affected releases are TIBCO Software Inc.'s TIBCO Managed File Transfer Command Center: versions up to and including 7.3.2; 8.0.0; 8.0.1; 8.0.2; 8.1.0, and TIBCO Managed File Transfer Internet Server: versions up to and including 7.3.2; 8.0.0; 8.0.1; 8.0.2; 8.1.0.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Tibco Managed File Transfer Command Center 8.1.0 All All All

Application Tibco Managed File Transfer Command Center 8.1.0 All All All

Application Tibco Managed File Transfer Command Center All All All All

Application Tibco Managed File Transfer Command Center All All All All

Application Tibco Managed File Transfer Internet Server 8.1.0 All All All

Application Tibco Managed File Transfer Internet Server 8.1.0 All All All

Application Tibco Managed File Transfer Internet Server All All All All

Application Tibco Managed File Transfer Internet Server All All All All

References

Reference Source Link Tags

Advisory | TIBCO Software MISC www.tibco.com Vendor Advisory

TIBCO Security Advisory: December 11, 2018 - TIBCO Managed File Transfer | TIBCO Software CONFIRM www.tibco.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

https://cve.report/
https://cve.report/CVE-2018-18810/mitre
https://cve.report/CVE-2018-18810/nist
https://cve.report/CVE-2018-18810/cve_org
https://cve.report/CVE-2018-18810.pdf
http://cve.report/vendor/tibco
http://cve.report/software/tibco/managed_file_transfer_command_center
http://cve.report/vendor/tibco
http://cve.report/software/tibco/managed_file_transfer_command_center
http://cve.report/vendor/tibco
http://cve.report/software/tibco/managed_file_transfer_command_center
http://cve.report/vendor/tibco
http://cve.report/software/tibco/managed_file_transfer_command_center
http://cve.report/vendor/tibco
http://cve.report/software/tibco/managed_file_transfer_internet_server
http://cve.report/vendor/tibco
http://cve.report/software/tibco/managed_file_transfer_internet_server
http://cve.report/vendor/tibco
http://cve.report/software/tibco/managed_file_transfer_internet_server
http://cve.report/vendor/tibco
http://cve.report/software/tibco/managed_file_transfer_internet_server
http://www.tibco.com/services/support/advisories
https://www.tibco.com/support/advisories/2018/12/tibco-security-advisory-december-11-2018-tibco-managed-file-transfer
https://www.cve.org/CVERecord?id=CVE-2018-18810
https://nvd.nist.gov/vuln/detail/CVE-2018-18810


There are currently no legacy QID mappings associated with this CVE.
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