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In a certain atypical IBM Spectrum Protect 7.1 and 8.1 configurations, the node password could be displayed in plain text in
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Risk And Classification

Problem Types: CWE-312

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Application
Application
Application
Application
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor Product Version Update Edition Language
Apple Macos - All All All
Apple Mac Os - All All All
Apple Mac Os - All All All
lbm Aix - All All All
Ibm Aix - All All All
Ibom Spectrum Protect Backup-archive Client All All All All
Ibm Spectrum Protect Backup-archive Client All All All All
Iom Spectrum Protect For Virtual Environments All All All All
Ibm Spectrum Protect For Virtual Environments All All All All
Ibm Spectrum Protect For Virtual Environments All All All All
Ibm Spectrum Protect For Virtual Environments All All All All
Linux Linux Kernel - All All All
Linux Linux Kernel - All All All
Microsoft Windows - All All All
Microsoft Windows - All All All
Oracle Solaris - All All All
Oracle Solaris - All All All
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References

Reference

Security Bulletin: Password disclosure via trace file affects IBM Spectrum Protect for Space Management (CVE-2018-1882)

IBM Spectrum Protect CVE-2018-1882 Local Information Disclosure Vulnerability

Security Bulletin: Password disclosure via trace file affects IBM Spectrum Protect Backup-Archive Client and IBM Spectrum Protect for Virtual
IBM X-Force Exchange

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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