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Summary

CVE CVE-2018-18898

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-03-21 16:00:00 UTC

Updated 2023-11-07 02:55:00 UTC

Description The email-ingestion feature in Best Practical Request Tracker 4.1.13 through 4.4 allows denial of service by remote attackers via an algorithmic complexity attack on email address parsing.

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Bestpractical Request Tracker All All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Fedoraproject Fedora 28 All All All

Operating System Fedoraproject Fedora 29 All All All

Operating System Fedoraproject Fedora 28 All All All

Operating System Fedoraproject Fedora 29 All All All

References

Reference Source Link

[SECURITY] Fedora 29 Update: perl-Email-Address-List-0.06-1.fc29 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 29 Update: perl-Email-Address-List-0.06-1.fc29 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

USN-4517-1: Email-Address-List vulnerability | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com

[SECURITY] Fedora 28 Update: perl-Email-Address-List-0.06-1.fc28 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
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[SECURITY] [DLA 2101-1] libemail-address-list-perl security update MLIST lists.debian.org

[SECURITY] Fedora 28 Update: perl-Email-Address-List-0.06-1.fc28 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

500520 Alpine Linux Security Update for perl-email-address-list

504280 Alpine Linux Security Update for perl-email-address-list

690701 Free Berkeley Software Distribution (FreeBSD) Security Update for p5-email-address-list (22b90fe6-258e-11e9-9c8d-
6805ca0b3d42)
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