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Summary

CVE CVE-2018-18999

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-12-19 18:29:00 UTC

Updated 2020-09-18 16:53:00 UTC

Description WebAccess/SCADA, WebAccess/SCADA Version 8.3.2 installed on Windows 2008 R2 SP1. Lack of proper validation of user supplied input may allow an attacker to cause the overflow of a buffer on the stack.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Advantech Webaccess/scada 8.3.2 All All All

Application Advantech Webaccess/scada 8.3.2 All All All

Application Advantech Webaccess/scada 8.3.2 All All All

Operating System Microsoft Windows Server 2008 r2 sp1 All All

Operating System Microsoft Windows Server 2008 r2 sp1 All All

References

Reference Source Link Tags

Malformed Request BID www.securityfocus.com Third Party Advisory, VDB Entry

Advantech WebAccess/SCADA | CISA MISC ics-cert.us-cert.gov Third Party Advisory, US Government Resource

[R2] Advantech WebAccess Stack Buffer Overflow - Research Advisory | Tenable® MISC www.tenable.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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https://cve.report/CVE-2018-18999/mitre
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