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Summary

CVE CVE-2018-19003

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-12-14 15:29:00 UTC

Updated 2019-10-09 23:37:00 UTC

Description GE Mark VIe, EX2100e, EX2100e_Reg, and LS2100e Versions 03.03.28C to 05.02.04C, EX2100e All versions prior to v04.09.00C, EX2100e_Reg All versions prior to v04.09.00C, and LS2100e All versions prior to v04.09.00C The affected versions of the application have a path traversal vulnerability that fails to restrict the ability of an attacker to gain access to restricted information.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Ge Ex2100e - All All All

Operating System Ge Ex2100e - All All All

Hardware Ge Ex2100e - All All All

Operating System Ge Ex2100e - All All All

Operating System Ge Ex2100e Firmware All All All All

Operating System Ge Ex2100e Firmware All All All All

Operating System Ge Ex2100e Firmware All All All All

Hardware Ge Ls2100e - All All All

Hardware Ge Ls2100e - All All All

Operating System Ge Ls2100e Firmware All All All All

Operating System Ge Ls2100e Firmware All All All All

Operating System Ge Ls2100e Firmware All All All All

Hardware Ge Mark Vle - All All All

Hardware Ge Mark Vle - All All All

Operating System Ge Mark Vle Firmware All All All All
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Reference Source Link Tags

GE Mark VIe, EX2100e, EX2100e_Reg, and LS2100e | CISA MISC ics-cert.us-cert.gov Third Party Advisory, US Government Resource

Multuiple GE Products CVE-2018-19003 Directory Traversal Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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