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CVE CVE-2018-19005
State PUBLIC
Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-12-20 21:29:00 UTC
Updated 2019-10-09 23:37:00 UTC
Description Cscape, Version 9.80.75.3 SP3 and prior. An improper input validation vulnerability has been identified that may be exploite
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Hornerautomation Cscape All All All All

Application Hornerautomation Cscape 9.80.75.3 - All All

Application Hornerautomation Cscape 9.80.75.3 sp1i All All

Application Hornerautomation Cscape 9.80.75.3 sp2 All All

Application Hornerautomation Cscape 9.80.75.3 sp3 All All

Application Hornerautomation Cscape All All All All

Application Hornerautomation Cscape 9.80.75.3 - All All

Application Hornerautomation Cscape 9.80.75.3 sp1 All All

Application Hornerautomation Cscape 9.80.75.3 sp2 All All

Application Hornerautomation Cscape 9.80.75.3 sp3 All All

Reference Source Link Tags

Horner Automation Cscape | ICS-CERT MISC ics-cert.us-cert.gov Third Party Advi
Horner Automation Cscape CVE-2018-19005 Remote Code Execution Vulnerability BID www.securityfocus.com  Third Party Advi:
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analy
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

590530 Horner Automation Cscape Remote Code Execution Vulnerability (ICSA-18-354-01)

590850 Horner Automation Cscape Remote Code Execution (RCE) Vulnerability (ICSA-18-354-01)
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