
CVE-2018-19031
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2018-19031

State PUBLIC

Assigner security@360.cn

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-04 15:15:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description A command injection vulnerability exists when the authorized user passes crafted parameter to background process in the router. This affects 360 router series products (360 Safe Router P0,P1,P2,P3,P4), the affected version is V2.0.61.58897.

Risk And Classification

Problem Types: CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware 360 Safe Router P0 - All All All

Hardware 360 Safe Router P0 - All All All

Operating System 360 Safe Router P0 Firmware 2.0.61.58897 All All All

Operating System 360 Safe Router P0 Firmware 2.0.61.58897 All All All

Hardware 360 Safe Router P1 - All All All

Hardware 360 Safe Router P1 - All All All

Operating System 360 Safe Router P1 Firmware 2.0.61.58897 All All All

Operating System 360 Safe Router P1 Firmware 2.0.61.58897 All All All

Hardware 360 Safe Router P2 - All All All

Hardware 360 Safe Router P2 - All All All

Operating System 360 Safe Router P2 Firmware 2.0.61.58897 All All All

Operating System 360 Safe Router P2 Firmware 2.0.61.58897 All All All

Hardware 360 Safe Router P3 - All All All

Hardware 360 Safe Router P3 - All All All

Operating System 360 Safe Router P3 Firmware 2.0.61.58897 All All All

Operating System 360 Safe Router P3 Firmware 2.0.61.58897 All All All

Hardware 360 Safe Router P4 - All All All
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Hardware 360 Safe Router P4 - All All All

Hardware 360 Safe Router P4 - All All All

Operating System 360 Safe Router P4 Firmware 2.0.61.58897 All All All

Operating System 360 Safe Router P4 Firmware 2.0.61.58897 All All All

References

Reference Source Link Tags

360安全应急响应中心-致谢：感谢英国白帽子对360安全应急响应中心的帮助与支持 MISC security.360.cn Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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