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Summary

CVE CVE-2018-19036

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-12-17 19:29:00 UTC

Updated 2019-02-22 19:04:00 UTC

Description An issue was discovered in several Bosch IP cameras for firmware versions 6.32 and higher. A malicious client could potentially succeed in the unauthorized execution of code on the device via the network interface.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Bosch Autodome Ip 4000i - All All All

Hardware Bosch Autodome Ip 4000i - All All All

Hardware Bosch Autodome Ip 4000 Hd - All All All

Hardware Bosch Autodome Ip 4000 Hd - All All All

Hardware Bosch Autodome Ip 5000i - All All All

Hardware Bosch Autodome Ip 5000i - All All All

Hardware Bosch Autodome Ip 5000 Hd - All All All

Hardware Bosch Autodome Ip 5000 Hd - All All All

Hardware Bosch Autodome Ip 5000 Ir - All All All

Hardware Bosch Autodome Ip 5000 Ir - All All All

Hardware Bosch Autodome Ip 7000 - All All All

Hardware Bosch Autodome Ip 7000 - All All All

Hardware Bosch Autodome Ip Starlight 5000i - All All All

Hardware Bosch Autodome Ip Starlight 5000i - All All All

Hardware Bosch Autodome Ip Starlight 7000i - All All All

Hardware Bosch Autodome Ip Starlight 7000i - All All All

Hardware Bosch Aviotec Ip Starlight 8000 - All All All
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Hardware Bosch Aviotec Ip Starlight 8000 - All All All

Hardware Bosch Aviotec Ip Starlight 8000 - All All All

Operating System Bosch Common Product Platform 4 Firmware All All All All

Operating System Bosch Common Product Platform 4 Firmware All All All All

Operating System Bosch Common Product Platform 6 Firmware All All All All

Operating System Bosch Common Product Platform 6 Firmware All All All All

Operating System Bosch Common Product Platform 7.3 Firmware All All All All

Operating System Bosch Common Product Platform 7.3 Firmware All All All All

Operating System Bosch Common Product Platform 7 Firmware All All All All

Operating System Bosch Common Product Platform 7 Firmware All All All All

Hardware Bosch Dinion Hd 1080p - All All All

Hardware Bosch Dinion Hd 1080p - All All All

Hardware Bosch Dinion Hd 1080p Hdr - All All All

Hardware Bosch Dinion Hd 1080p Hdr - All All All

Hardware Bosch Dinion Hd 720p - All All All

Hardware Bosch Dinion Hd 720p - All All All

Hardware Bosch Dinion Imager 9000 Hd - All All All

Hardware Bosch Dinion Imager 9000 Hd - All All All

Hardware Bosch Dinion Ip 4000 Hd - All All All

Hardware Bosch Dinion Ip 4000 Hd - All All All

Hardware Bosch Dinion Ip 5000 Hd - All All All

Hardware Bosch Dinion Ip 5000 Hd - All All All

Hardware Bosch Dinion Ip 5000 Mp - All All All

Hardware Bosch Dinion Ip 5000 Mp - All All All

Hardware Bosch Dinion Ip Bullet 4000 - All All All

Hardware Bosch Dinion Ip Bullet 4000 - All All All

Hardware Bosch Dinion Ip Bullet 4000i - All All All

Hardware Bosch Dinion Ip Bullet 4000i - All All All

Hardware Bosch Dinion Ip Bullet 5000 - All All All

Hardware Bosch Dinion Ip Bullet 5000 - All All All

Hardware Bosch Dinion Ip Bullet 5000i - All All All

Hardware Bosch Dinion Ip Bullet 5000i - All All All

Hardware Bosch Dinion Ip Bullet 6000i - All All All

Hardware Bosch Dinion Ip Bullet 6000i - All All All

Hardware Bosch Dinion Ip Starlight 6000 - All All All

Hardware Bosch Dinion Ip Starlight 6000 - All All All
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Hardware Bosch Dinion Ip Starlight 7000 - All All All

Hardware Bosch Dinion Ip Starlight 7000 - All All All

Hardware Bosch Dinion Ip Starlight 7000 Hd - All All All

Hardware Bosch Dinion Ip Starlight 7000 Hd - All All All

Hardware Bosch Dinion Ip Starlight 8000 12mp - All All All

Hardware Bosch Dinion Ip Starlight 8000 12mp - All All All

Hardware Bosch Dinion Ip Thermal 8000 - All All All

Hardware Bosch Dinion Ip Thermal 8000 - All All All

Hardware Bosch Dinion Ip Ultra 8000 12mp - All All All

Hardware Bosch Dinion Ip Ultra 8000 12mp - All All All

Hardware Bosch Extegra Ip Dynamic 9000 - All All All

Hardware Bosch Extegra Ip Dynamic 9000 - All All All

Hardware Bosch Extegra Ip Starlight 9000 - All All All

Hardware Bosch Extegra Ip Starlight 9000 - All All All

Hardware Bosch Flexidome Corner 9000 Mp - All All All

Hardware Bosch Flexidome Corner 9000 Mp - All All All

Hardware Bosch Flexidome Hd 1080p - All All All

Hardware Bosch Flexidome Hd 1080p - All All All

Hardware Bosch Flexidome Hd 1080p Hdr - All All All

Hardware Bosch Flexidome Hd 1080p Hdr - All All All

Hardware Bosch Flexidome Hd 720p - All All All

Hardware Bosch Flexidome Hd 720p - All All All

Hardware Bosch Flexidome Ip 4000i - All All All

Hardware Bosch Flexidome Ip 4000i - All All All

Hardware Bosch Flexidome Ip 5000i - All All All

Hardware Bosch Flexidome Ip 5000i - All All All

Hardware Bosch Flexidome Ip Indoor 4000 Hd - All All All

Hardware Bosch Flexidome Ip Indoor 4000 Hd - All All All

Hardware Bosch Flexidome Ip Indoor 4000 Ir - All All All

Hardware Bosch Flexidome Ip Indoor 4000 Ir - All All All

Hardware Bosch Flexidome Ip Indoor 5000 Hd - All All All

Hardware Bosch Flexidome Ip Indoor 5000 Hd - All All All

Hardware Bosch Flexidome Ip Indoor 5000 Mp - All All All

Hardware Bosch Flexidome Ip Indoor 5000 Mp - All All All

Hardware Bosch Flexidome Ip Micro 2000 Hd - All All All

Hardware Bosch Flexidome Ip Micro 2000 Hd - All All All
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Hardware Bosch Flexidome Ip Micro 2000 Hd - All All All

Hardware Bosch Flexidome Ip Micro 2000 Ip - All All All

Hardware Bosch Flexidome Ip Micro 2000 Ip - All All All

Hardware Bosch Flexidome Ip Micro 5000 Hd - All All All

Hardware Bosch Flexidome Ip Micro 5000 Hd - All All All

Hardware Bosch Flexidome Ip Micro 5000 Mp - All All All

Hardware Bosch Flexidome Ip Micro 5000 Mp - All All All

Hardware Bosch Flexidome Ip Outdoor 4000 Hd - All All All

Hardware Bosch Flexidome Ip Outdoor 4000 Hd - All All All

Hardware Bosch Flexidome Ip Outdoor 4000 Ir - All All All

Hardware Bosch Flexidome Ip Outdoor 4000 Ir - All All All

Hardware Bosch Flexidome Ip Outdoor 5000 Hd - All All All

Hardware Bosch Flexidome Ip Outdoor 5000 Hd - All All All

Hardware Bosch Flexidome Ip Outdoor 5000 Mp - All All All

Hardware Bosch Flexidome Ip Outdoor 5000 Mp - All All All

Hardware Bosch Flexidome Ip Panoramic 6000 12mp 180 - All All All

Hardware Bosch Flexidome Ip Panoramic 6000 12mp 180 - All All All

Hardware Bosch Flexidome Ip Panoramic 6000 12mp 180 Iva - All All All

Hardware Bosch Flexidome Ip Panoramic 6000 12mp 180 Iva - All All All

Hardware Bosch Flexidome Ip Panoramic 6000 12mp 360 - All All All

Hardware Bosch Flexidome Ip Panoramic 6000 12mp 360 - All All All

Hardware Bosch Flexidome Ip Panoramic 6000 12mp 360 Iva - All All All

Hardware Bosch Flexidome Ip Panoramic 6000 12mp 360 Iva - All All All

Hardware Bosch Flexidome Ip Panoramic 7000 12mp 180 - All All All

Hardware Bosch Flexidome Ip Panoramic 7000 12mp 180 - All All All

Hardware Bosch Flexidome Ip Panoramic 7000 12mp 180 Iva - All All All

Hardware Bosch Flexidome Ip Panoramic 7000 12mp 180 Iva - All All All

Hardware Bosch Flexidome Ip Panoramic 7000 12mp 360 - All All All

Hardware Bosch Flexidome Ip Panoramic 7000 12mp 360 - All All All

Hardware Bosch Flexidome Ip Panoramic 7000 12mp 360 Iva - All All All

Hardware Bosch Flexidome Ip Panoramic 7000 12mp 360 Iva - All All All

Hardware Bosch Flexidome Ip Panormic 5000 - All All All

Hardware Bosch Flexidome Ip Panormic 5000 - All All All

Hardware Bosch Flexidome Ip Starlight 6000 - All All All

Hardware Bosch Flexidome Ip Starlight 6000 - All All All

Hardware Bosch Flexidome Ip Starlight 7000 - All All All
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Hardware Bosch Flexidome Ip Starlight 7000 - All All All

Hardware Bosch Ip 2000 - All All All

Hardware Bosch Ip 2000 - All All All

Hardware Bosch Ip 2000 Hd - All All All

Hardware Bosch Ip 2000 Hd - All All All

Hardware Bosch Ip Bullet 4000 Hd - All All All

Hardware Bosch Ip Bullet 4000 Hd - All All All

Hardware Bosch Ip Bullet 5000 Hd - All All All

Hardware Bosch Ip Bullet 5000 Hd - All All All

Hardware Bosch Mic Ip Dynamic 7000 - All All All

Hardware Bosch Mic Ip Dynamic 7000 - All All All

Hardware Bosch Mic Ip Fusion 9000i - All All All

Hardware Bosch Mic Ip Fusion 9000i - All All All

Hardware Bosch Mic Ip Starlight 7000 - All All All

Hardware Bosch Mic Ip Starlight 7000 - All All All

Hardware Bosch Mic Ip Starlight 7000i - All All All

Hardware Bosch Mic Ip Starlight 7000i - All All All

Hardware Bosch Tinyon Ip 2000 - All All All

Hardware Bosch Tinyon Ip 2000 - All All All

Hardware Bosch Vandal-proof Flexidome Hd 1080p - All All All

Hardware Bosch Vandal-proof Flexidome Hd 1080p - All All All

Hardware Bosch Vandal-proof Flexidome Hd 1080p Hdr - All All All

Hardware Bosch Vandal-proof Flexidome Hd 1080p Hdr - All All All

Hardware Bosch Vandal-proof Flexidome Hd 720p - All All All

Hardware Bosch Vandal-proof Flexidome Hd 720p - All All All

References

Reference Source Link Tags

media.boschsecurity.com/fs/media/pb/security_advisories/bosch-2018-1202-bt-cve-2018-1... CONFIRM media.boschsecurity.com Mitigation, Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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