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Grafana before 4.6.5 and 5.x before 5.3.3 allows remote authenticated users to read arbitrary files by leveraging Editor or A
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Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Operating System
Operating System
Operating System
Operating System

Operating System

Operating System

References

Vendor Product Version Update Edition Language
Grafana Grafana All All All All
Grafana Grafana All All All All
Netapp Active Ig Performance Analytics Services - All All All
Netapp Active |g Performance Analytics Services - All All All
Netapp Storagegrid Webscale Nas Bridge - All All All
Netapp Storagegrid Webscale Nas Bridge - All All All
Redhat Ceph Storage 3.0 All All All
Redhat Ceph Storage 3.0 All All All
Redhat Enterprise Linux Desktop 7.0 All All All
Redhat Enterprise Linux Desktop 7.0 All All All
Redhat Enterprise Linux Server 7.0 All All All
Redhat Enterprise Linux Server 7.0 All All All
Redhat Enterprise Linux Workstation 7.0 All All All
Redhat Enterprise Linux Workstation 7.0 All All All
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Grafana CVE-2018-19039 Information Disclosure Vulnerability

How CVE-2018-19039 Affects Percona Monitoring and Management - Percona Database Performance Blog
[security-announce] openSUSE-SU-2020:1611-1: moderate: Security update f

Red Hat Customer Portal

December 2018 Grafana Vulnerabilities in NetApp Products | NetApp Product Security

Red Hat Customer Portal

Grafana 5.3.3 and 4.6.5 Security Update - Security Announcements - Grafana Community
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NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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