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An issue was discovered in Poppler 0.71.0. There is a out-of-bounds read in EmbFile::save2 in FileSpec.cc, will lead to den
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Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application

Application

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 18.10 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 18.10 All All All
Freedesktop Poppler 0.71.0 All All All
Freedesktop Poppler 0.71.0 All All All
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USN-3837-1: poppler vulnerabilities | Ubuntu security notices UBUNTU  usn.ubuntu.com Third Party Advisory
Red Hat Customer Portal REDHAT  access.redhat.com

out-of-bounds read at FileSpec.cc:96 (#661) - Issues - poppler / poppler - GitL,ab  MISC gitlab.freedesktop.org  Exploit, Third Party A
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

377321 Alibaba Cloud Linux Security Update for poppler (ALINUX2-SA-2019:0096)
670666 EulerOS Security Update for poppler (EulerOS-SA-2021-2425)

751420 SUSE Enterprise Linux Security Update for poppler (SUSE-SU-2021:3854-1)
751427 OpenSUSE Security Update for poppler (openSUSE-SU-2021:3854-1)
754197 SUSE Enterprise Linux Security Update for poppler (SUSE-SU-2023:2907-1)

754198 SUSE Enterprise Linux Security Update for poppler (SUSE-SU-2023:2906-1)
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