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Summary

CVE CVE-2018-19078

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-11-07 18:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description An issue was discovered on Foscam Opticam i5 devices with System Firmware 1.5.2.11 and Application Firmware 2.21.1.128. The response to an ONVIF media GetStreamUri request contains the administrator username and password.

Risk And Classification

Problem Types: CWE-522

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Foscam C2 - All All All

Hardware Foscam C2 - All All All

Operating System Foscam C2 Application Firmware 2.72.1.32 All All All

Operating System Foscam C2 Application Firmware 2.72.1.32 All All All

Operating System Foscam C2 System Firmware 1.11.1.8 All All All

Operating System Foscam C2 System Firmware 1.11.1.8 All All All

Hardware Opticam I5 - All All All

Hardware Opticam I5 - All All All

Operating System Opticam I5 Application Firmware 2.21.1.128 All All All

Operating System Opticam I5 Application Firmware 2.21.1.128 All All All

Operating System Opticam I5 System Firmware 1.5.2.11 All All All

Operating System Opticam I5 System Firmware 1.5.2.11 All All All

References

Reference Source Link Tags

sintonen.fi/advisories/foscam-ip-camera-multiple-vulnerabilities.txt MISC sintonen.fi Exploit, Third Party Advisory
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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