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In Artifex Ghostscript through 9.25, the setpattern operator did not properly validate certain types. A specially crafted PostS
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Risk And Classification

Problem Types: CWE-704

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor Product Version Update Edition Language
Artifex Ghostscript All All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 8.0 All All All
Redhat Enterprise Linux Desktop 7.0 All All All
Redhat Enterprise Linux Desktop 7.0 All All All
Redhat Enterprise Linux Server 7.0 All All All
Redhat Enterprise Linux Server 7.0 All All All
Redhat Enterprise Linux Server Aus 7.6 All All All
Redhat Enterprise Linux Server Aus 7.6 All All All
Redhat Enterprise Linux Server Eus 7.6 All All All
Redhat Enterprise Linux Server Eus 7.6 All All All
Redhat Enterprise Linux Workstation 7.0 All All All
Redhat Enterprise Linux Workstation 7.0 All All All

References

Reference

Source Link Tags

[SECURITY] [DLA 1620-1] ghostscript security update MLIST lists.debian.org Third Party Advisory


https://cve.report/
https://cve.report/CVE-2018-19134/mitre
https://cve.report/CVE-2018-19134/nist
https://cve.report/CVE-2018-19134/cve_org
https://cve.report/api/cve/CVE-2018-19134.json
https://cve.report/CVE-2018-19134.pdf
http://cve.report/vendor/artifex
http://cve.report/software/artifex/ghostscript
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_desktop
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_desktop
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_aus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_aus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_workstation
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_workstation
https://lists.debian.org/debian-lts-announce/2018/12/msg00019.html

Recent Changes in Ghostscript CONFIRM  www.ghostscript.com Release Notes

Ghostscript Vulnerabilities in Postscript & PDF Processings | Semmle Blog MISC semmle.com Exploit, Third Party Advis
Red Hat Customer Portal REDHAT  access.redhat.com Third Party Advisory
Access Denied CONFIRM  bugs.ghostscript.com Issue Tracking, Permissic
git.ghostscript.com Git - ghostpd|.git/commitdiff CONFIRM  git.ghostscript.com Patch, Third Party Advisc
Ghostscript CVE-2018-19134 Remote Code Execution Vulnerability BID www.securityfocus.com  Third Party Advisory, VDI
git.ghostscript.com Git - ghostpdl.git/commitdiff git.ghostscript.com
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

4] | ol

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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