
CVE-2018-19208
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2018-19208

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-11-12 19:29:00 UTC

Updated 2020-04-14 15:27:00 UTC

Description In libwpd 0.10.2, there is a NULL pointer dereference in the function WP6ContentListener::defineTable in WP6ContentListener.cpp that will lead to a denial of service attack. This is related to WPXTable.h.

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Libwpd Project Libwpd 0.10.2 All All All

Application Libwpd Project Libwpd 0.10.2 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Suse Suse Linux Enterprise Server 11 sp4 All All

Operating System Suse Suse Linux Enterprise Server 11 sp4 All All

References

Reference Source Link

1643752 – [fix available] There is a illegal address access at function WP6ContentListener::defineTable in software libwpd. MISC bugzilla.redhat.com

Red Hat Customer Portal REDHAT access.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

377289 Alibaba Cloud Linux Security Update for libwpd (ALINUX2-SA-2019:0075)

670646 EulerOS Security Update for libwpd (EulerOS-SA-2021-2404)
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