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CVE CVE-2018-19241
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2018-12-20 23:29:00 UTC
Updated 2019-01-14 20:07:00 UTC

Description Buffer overflow in video.cgi on TRENDnet TV-IP110WN V1.2.2 build 68, V1.2.2.65, and V1.2.2 build 64 and TV-IP121WN \
1|

/ |

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Trendnet Tv-ip110wn - All All All
Hardware Trendnet Tv-ip110wn - All All All
Operating System Trendnet Tv-ip110wn Firmware 1.2.2.64 All All All
Operating System Trendnet Tv-ip110wn Firmware 1.2.2.65 All All All
Operating System Trendnet Tv-ip110wn Firmware 1.2.2.68 All All All
Operating System Trendnet Tv-ip110wn Firmware 1.2.2.64 All All All
Operating System Trendnet Tv-ip110wn Firmware 1.2.2.65 All All All
Operating System Trendnet Tv-ip110wn Firmware 1.2.2.68 All All All
Hardware Trendnet Tv-ip121wn - All All All
Hardware Trendnet Tv-ip121wn - All All All
Operating System Trendnet Tv-ip121wn Firmware 1.2.2.28 All All All
Operating System Trendnet Tv-ip121wn Firmware 1.2.2.28 All All All

References
Reference Source Link Tags
Full Disclosure: Multiple vulnerabilities found in Trendnet routers and IP Cameras. FULLDISC seclists.org Mailing List

TRENDnet Command Injection / Buffer Overflow / Cross Site Scripting ~ Packet Storm  MISC packetstormsecurity.com  Third Party
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CVE Program record CVE.ORG

WWWw.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical,
K | |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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