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Summary

CVE CVE-2018-19311

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-11-16 19:29:00 UTC

Updated 2019-07-30 19:15:00 UTC

Description Centreon 3.4.x (fixed in Centreon 18.10.0) allows XSS via the Service field to the main.php?p=20201 URI, as demonstrated by the "Monitoring > Status Details > Services" screen.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Centreon Centreon All All All All

References

Reference Source Link

Centreon Web 18.10.0 — Centreon 19.04.0 documentation CONFIRM documentation.centreon.com

fix(monitoring service): Fix XSS security issue by callapa · Pull Request #6632 · centreon/centreon · GitHub CONFIRM github.com

www.roothc.com.br/1349-2 MISC www.roothc.com.br

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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